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Abstract. This paper presents affieient anonymous credential system that in-
cludes two variants. One is a system that lacks a credential revoking protocol, but
provides perfect anonymity-unlinkability and computational unforgeability under
the strong Difie-Hellman assumption. It is mordfieient than existing creden-

tial systems with no revocation. The other is a system that provides revocation
as well as computational anonymity-unlinkability and unforgeability under the
strong Difie-Hellman and decision linear fie-Hellman assumptions. This sys-
tem provides two types of revocation simultaneously: one is to blacklist a user
who acted wrong so that he can no longer use his credential, and the other is
identifying a user who acted wrong from his usage of credential. Both systems are
provably secure under the above-mentioned assumptions in the standard model.

1 Introduction

1.1 Background

The concept of anonymous credential systems was introduced by Chaum [1], and many
anonymous credential systems since then have been proposed.

The basic properties of any anonymous credential system are as follows: It should
be hard for a user to forge a credential. Credentials also should be anonymous and
unlinkable, thus, a verifier cannot learn anything about the user when it proves its cre-
dential to the verifier. Finally, the system is expected to fieient. The details of the
history and motivation behind anonymous credentials can be found in [2].

One of the mostf@icient existing anonymous credential systems is the Camenisch-
Lysyanskaya system [3] that is secure under the LRSW assumption for groups with
bilinear maps [4]. However, this system lacks a credential revoking protocol.

There are roughly two types of revocations in anonymous credential systems. One
is to reveal the user’s identity if the user misbehaves, and the other enables a verifier to
reject blacklisted users when they show their credentials to the verifier.

One of the mostf#icient existing anonymous credential systems with revocation of
revealing the misbehaved user’s identity is [5], which is secure under the strong RSA
(SRSA) and decisional Hie-Hellman (DDH) assumptions. The only existing anony-
mous credential system with revocation of blacklisting users is [6], which is secure
under the strong Miie-Hellman (SDH) and DDH assumptions in the random oracle
model.

No eficient anonymous credential system with two types of revocation simultane-
ously has been proposed.



1.2 Our Result

This paper proposes two variants of a anonymous credential system.

One is an anonymous credential system without revocation (called a “basic anony-
mous credential system”) that is mor@eent than the mostficient existing protocol
without revocation [3]. It is unforgeable under the SDH assumption, and perfectly (in-
formation theoretically) anonymous-and-unlinkable.

The other is the firstfcient anonymous credential system that provides two types
of revocation (blacklisting and revealing an identity) simultaneously. Our system is un-
forgeable under the SDH assumption, and anonymous-and-unlinkable under the deci-
sion linear Difie-Hellman assumption (the decision linear assumption).

Both systems are provably secure under the above-mentioned assumptions in the
standard model.

2 Preliminaries

2.1 Notation

We will use notatiorPK as follows:PK{(a, ) : y = g*h} denotes a “zero-knowledge
proof of Knowledge of integera andg such thaty = g*h® wherey, g, andh are
elements of some group = (g) = <h).

2.2 Bilinear Groups

This paper follows the notation regarding bilinear groups givef?,/l[Let (G;, G;) be
bilinear groups as follows:

G1 andGs are two cyclic groups of prime ordg;, where possiblys; = Gy,
01 is a generator dfy; andg, is a generator of,
Y is an isomorphism fron, to Gy, with v (g2) = 9.
eis a non-degenerate bilinear mapG; xG, — G, wherelG,| = |G,| = |G1| = p,
ie.,
— (Bilinear): for allu € Gy, v € Gy, for all a, b e Z;, (1, \°) = e(u, V)
— (Non-degenerateg(g;, g2) # 1 (i.e.,e (01, 92) is a generator ofit),
— (Efficient):e, ¢ and the group iiG,, G, andGt can be computedfigciently.
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2.3 Anonymous Credential System

In this section, we outline the protocols and the security of anonymous credential sys-
tems. We first refer to the basic system, without the credential revoking protocol.



Definition of Basic Anonymous Credential SystemA basic anonymous credential
system consists of three parties users, an authority, and verifiers. An anonymous cre-
dential system performs the following operations.

Key Generation: Authority Auth, given security parametef Joutputs a pair of public-
key and secret-keypk, sK).

Credential Issuing Protocot A user?{ has some kind of datathat?{ wants to obtain
a certificate for. Examples ofi are properties such as “belongs to some University”, “is
over the age of 20.” or rights such as "can access the secure room”Attdwdetects
whethemiis valid or not with regard td/ is outside this protocol.

U executes the credential issuing protocol forwith Auth by using’s input
m and Auth’s secret-keys. At the end of the protoc@, obtains a credentiatred,
corresponding ton.

Credential Proving Protocol: After U obtains the credential ah, U executes the
credential proving protocol afiwith a verifier?V, that proves{’s possession dfred.
At the end of the protocol) outputsaccept if U really has a validCred, otherwise
outputsreject.

Security of Basic Anonymous Credential Systemin this section, we refer to the
definition of the security of the basic anonymous credential system. The security of the
basic anonymous credential system is defined as follows.

Unforgeability : U cannot forge a valid credenti@ted on any value unles@red was
issued byauth. We show a more formal definition: Let us consider the following game.
Let Adv be an adversarygdv runs in time at most. It first executes the credential issu-
ing protocol withAuth at mostgay times, and obtains valid credentials of adaptively
chosen messages. Finalldv andV execute the credential proving protocol for mes-
sagem, which has not been chosen Bgv yet, andV outputsaccept or reject. If

the probability thatV outputsaccept at the end of the protocol is at masfor any
Adv, the anonymous credential systenfisgauth, €)-unforgeable.

Anonymity and Unlinkability : An anonymous credential system should provide user
privacy. It should be impossible for verifis and authorityAuth to find anything
about usefl{, except the fact that/ has some set of credentials, evefiifcooperates
with other verifiers or the authority (this feature is called anonymity). In particular,
two credentials belonging to the same ugéicannot be linked byl andAuth (this
feature is called unlinkability). We merge these two properties into one definition of
security. Anonymous credential systems should have the propeftyedfanonymity-
and-unlinkability.

The formal definition is as follows: There is an adversady that plays the role
of a verifier and an authority. Let us introduce the following game antaivgand two
honest useré{o, andU;.

1. Adv outputs its public-key (except some system parameters).



2. Adv engages in the credential issuing protocohotvith two usersU, and ;.
These two users employ the same datao obtain credentials.
3. (a) Adv engages in the credential proving protocol wiify and(;. Adv can exe-
cute this protocol a polynomial number of times.
(b) d € {0,1} is chosen randomlyl{y and Adv execute the credential proving
protocol. Adv also can execute this a protocol polynomial number of times.
Next, Adv can execute 3(a) again.
(c) Adv outputsd’ € {0, 1}, which is supposed to be thev’s guess of valuel.

If the probability thatd” = d is 1/2 + ¢, then the adversary’s advantage is defined to
be e. The anonymous credential system is said td#e)-anonymous-and-unlinkable
if the advantage of any adversary, whose running time is at mdésat mostk.

We next refer to an anonymous credential system that has the credential revoking
functions.

Definition of Anonymous Credential System with Revocationin this paper, we pro-

vide two types of revocation functions, blacklisting and identity revealing. Blacklisting
is whereAuth creates a blackli®L of unacceptable users, afidreads the list and can
reject the listed users in the credential proving protocol. In the existing anonymous cre-
dential system with this type of revocation [6¥, lists bad users tBL whenV notices

that they had done something wrong, by using the transcript whidbtained in the
authentication protocol (corresponding to the credential proving protocol in this paper).
In our system, the authorityuth createssL, by listing users wheAuth detects that

they did something wrongV’ can read but not writBL.

Identity revealing, wher@’ can know the identity of some user whose transactions
are illegal [5]. In order to achieve this property, an anonymous credential system needs
another party, an openér. O can reveal the identity ot/ for a successful credential
proving transaction betweef and“V. Auth also has a databa®s to record the data
used in the credential issuing protocol with usér€an read but not writBB.

In this system, not onlyuth but also?f andO generate a pair of public-key and
secret-keyZ{ then use®'s published data in the credential proving protocol.

Identity Revealing Protocol: This protocol is executed betwe@nandO, and reveals
the relations betweetred and the datd{ sends toV in the credential proving proto-
col, and that identifies the user.

Security of Anonymous Credential System with Revocatiorin addition toUnforge-
ability andAnonymity and Unlinkability , the anonymous credential system with re-
vocation needs the following security properties:

Traceability : Traceability demands that uséf is unable to produce a credential such
that either the honest open@rdeclares itself unable to identify the origin of the cre-
dential, orO believes it has identified the origin but is unable to produce a correct proof
of its claim.

The formal definition is as follows: Letdv be an adversary, which runs in time
at mostr, corrupts users, and interacts withth on their behalf. NowAdv obtains



credentialCred on m from Auth, and proves the credential t¥. If the probability
that O fails in the credential revoking protocol @tred is at moste for any Adv, the
anonymous credential system with revocatio(rjg)-traceable.

Non-frameability : OpeneiO is unable to create a proof, acceptedBythat an honest
user produced a certain valid proof of the credential unless the user really did produce
the proof of the credential.

The formal definition is as follows: Letdv be an adversary, antf be an honest
user that does not produce an accepted proof of the credémn¢idto an honest verifier
V. Now Adv, who acts as a user, the authority, and the opener, whose running time is at
mostr, first successfully executes the credential proving protoc® to the credential
proving protocol, and then tries to provetothat honest/ is the user of the credential
proving protocol by the identity revealing protocol. If the probabilityAdf’s success
is at moste for anyAdv, the the anonymous credential system with revocatidn i9-
non-frameable.

3 Assumptions and Basic Signature Scheme

3.1 Strong Difie-Hellman (SDH) Assumption

Let (G1,G,) be bilinear groups (introduced in Section 2.1). The probler(Gin G»)
is defined as follows: given th@ + 2)-tuple (gl, 02, g;,...,gf) as input, output pair

(91% c) wherec € Z;. Algorithm A has advantagéydvspn (0), in solvingg-SDH in

1

(Gy,Gy) if Advspu(Q) « P"[ﬂ(Gl, G2, 01,92, 95, -~~79)2<q) = (QF,C)KJ & Gogr <

U *
G1, X,y « Zp).

Definition 1. AdversaryAdv (r, €)-breaks the g-SDH problem #dv runs in time at
mostr andAdvspy (Q) is at leaste. The(q, 7, €)-SDH assumption holds if no adversary
Adv (1, €)-breaks the q-SDH problem.

3.2 The Decision Linear Dffie-Hellman Assumption [7]

LetG be a cyclic group of prime ordgx. Letu, v, h be generators db. The problem in
G is defined as follows: Given, v, h, U2, V°, h® € G as input, outpuyes if a+b = cand
no otherwise.

Algorithm A has advantage\dv, ineqr in deciding the Decision Linear problem in

G if AdVijnear < |Pr[7{(G, u,v, h, ua,\/b,ha+b) = yes : u,v,h d G,ab d zy] -
Pr[ﬂ(G, u, v, h, U2, \P, r]) —yes:uVv,hp< Gabec Z)l.
Definition 2. The(r, €)-Decision Linear Djfie-Hellman Assumption (the Decision Lin-

ear Assumption) holds i@ if no 7-time algorithm has advantage of at leash solving
the Decision Linear Problem i@.



3.3 Basic Signature Scheme

We now describe a signature scheme [8] that is strongly existentially unforgeable against
chosen plaintext attacks. This scheme is a fundamental element of the credential issuing
protocol of our proposed anonymous credential systems.

Key Generation:
Randomly select generatays U, V- < G, and sefy; « ¥ (g2), Uy «— ¥ (Uz), andvy «

¥ (v2). Randomly select Ad z;, and computev; « g} € Gy. (G1, G2, Gt,¥, € 01, G2, Uz, V2)
is the system parametey; is the public-key, and is the secret-key.
Signature Generation:

Let m € Z; be the message to be signed. SigSerandomly selects, s d Z:, and

computesr « (gus)!"*"” _ Here (x-+ r) mod p (andm/(x + r) mod p ands/(x +

r) mod p) are computed. In the unlikely event that r = 0 modp, we try again with a
different randon. (o, 1, S) is the signature af.

Signature Verification:

Given system parametefg,, 02, Uz, Vo) and public-keyw,, messagen, and signature
(o.1.9), check thatn, r, s€ Z;, o€ Gy, o # 1, ande (o, w,g}) z e(g1, gyueV3). If they
hold, the verification result igalid, otherwiseinvalid.

Proposition 1 (Security of the Basic Signature Scheme [8]).

Ifthe(gs + 1,7/, €’)-SDH assumption holds i, andG,, the basic signature scheme is

(7, gs, €)-strongly existentially-unforgeable against adaptively chosen message attacks,
provided that

€>30se’, T<7 - @(Q%T) )

where T is the maximum time for a single exponentiatiofimnd G.

4 Proposed Basic Anonymous Credential System

In this section, we describe the construction of the proposed basic anonymous credential
system. We use a bilinear group péir;, G,) with a computable isomorphism, as in
Section 2.2. We assume the basic signature scheme is strongly existentially unforgeable
against chosen message attacks and the Strafig4biellman assumption holds @.

We use the basic signature scheme in the credential issuing protocol of our proposed
system.

4.1 Key Generation

Authority Auth generates public-kew, and secret-key in the same way as in the
signature scheme in Section 3.3.



4.2 Credential Issuing Protocol

First, userd sends datamn as a message, for whiclf wants to obtain a certificate,
to authorityAuth. When messagm is received fromi{, Auth signsm by using the
signature scheme described in Section 313hen sends triple signatue,r, s), to U

1 e . . .
asCred, whereo = (gfur}) "% 44 then verifies whethetred is a valid signature

onm. U calculatesr « w»d}, 8 < g5'uzv; and verifiese (o, @) 2 e(01,08) .

4.3 Credential Proving Protocol

After getting its credentiall/ proves knowledge of the credential to verifigr instead
of sending the credential directly fg.
First, U randomises its credential, and sends the data including the randomised

credential toV as follows: Provefl{ randomly selectt ¢ d Z%, and computes

, t/6(x+r) , , t
o — O't/e = (gTU]_Vi) , ¥ — (Wzgrz)e ,ﬂ «— (granQ\ﬁz) .

and send§o’, o/, B’) to the verifierV. <V then checks the equatiefo’, o) 2 e(g1,B8).

Second{ has to prove toV that/ fairly created(o”, o/, 8’). Thereforeld proves
knowledge for the following statement:
PKI(6.16) : o = wAgf,6 # 0}, PK{(t, st : ' = (aF) uhvst  O).
Details of this proof of knowledge are shownRigure.1.

Figure.1 PK{(6,16) : ' = Wigy, 6 # 0}

Common input; Public-key andr’ Prover’s input: (6 # 0,r6)

Protocol:

Stepl: U randomly select®y, Ry, Rs P Z%, and computey « a’nggzug{*,d —
ORy mod p,w < rfR; + R, mod p and sendgy, ¢) to V. If § # 0 thenV outputs
reject. Otherwised andV executes

PK{(Ry, Re, R, w) : v = &/Rgieu®, y/wh = gyu)

as follows. !
Step2: U picks random numbens, 2, r3, r4 « Z;, computesA = o g2us, B =
g5'u, and send¢A, B) to V.

Step3:V sends a random numbler> ZytoU.
Step4:U sendqcy, Cp, C3, C4) toV such that; « r;+bRy modp, c; « rp+bR, mod
P, C3 « rz3+bRs mod p, ¢4 < r4 + bw mod p.

b
Step5:V checks that/“gu% £ Ay, g2use 2 B(y/ws) .

PK{(t,sf) : g’ = (gzm)t upVv3', t # 0} can be proved in the same way as aboveVIf
succeeds in these two proofs of the knowled¥eputputsaccept, otherwise outputs
reject.



4.4  Security
Unforgeability

Theorem 1. If the basic signature scheme(tuth, 7, €)-Strongly existentially unforge-
able against chosen message attacks, then our proposed basic anonymous credential
system ifr’, Dautre e’)-unforgeable, provided that

e pe’ -4
% (1 - 2e2(f’*15n) (1 - 2e2(Pf’“P5n) >€, 2n' +0O0(T) <7, Uy < Yauth

Proof. Let us assume our system is r(@t, Dyt e’)-unforgeable. We will then show
that the basic signature scheme is (Qtauth, €) -unforgeable. Under this assumption,
adversaryl{ can prove the two protocols in Section 4.3 as a prover with success prob-
ability greater thare. We will then construct extractd@ that outputsd,r, s).

Let us focus on protocdPK in Figure.1. & usesld as a black-box. After receiving

(A, B), V sendsb & Zy, to U and receivegcy, Cz, C3, C4). & then resetsd, and af-

ter receiving the samA, B), & sendsb’ < Z;/{b) to U and receivesc;, cj. c;, ;).

If both runs of the protocols are acceptetlcalculatesR; « dl;_cbl modp, R, «

b/
%% modp,Rs « 2% modp,w — %= mod p. Note that(Ry, Ry, Rs, w) satisfies
y = oRgPuf andy = gyuws. Now & succeeds in extractingRy, Ry, Rs). & then

calculatest « Ril modp,r « “;‘RTZ mod p. Note thate’ = wigy’ and@ # O since

§ # 0. In the same ways computes the valugs, t) such tha’ = (gg‘)t uvstandt # 0

from PK({(t,st) : g’ = (gg‘)t usvs', t # 0}, and then computes « o't (o,r1,5) is a valid
signature of the basic signature scheme.
Thereforeg, using black-boxi{, can forge the basic signature schefmg, s) with

e e’ —4
probability of at least’ such that% (1 - 2er’—-15”) 1- 2% <% ") > € (by using the

heavy row lemma and Cherfidoound). 21 is the number of times whic8 usesi{ as a
black-box. The running time is at most2 + © (T), and the number of chosen message
attack queries is at mogf, . |

Anonymity and Unlinkability

Theorem 2. Our proposed basic anonymous system is information-theoretically anonymous-
and-unlinkable.

Proof. The game described finonymity and Unlinkability of Section 2.3 is used to
assess our system. If the protocols of proving knowledge are witness-indistinguishable,
the system is anonymous and unlinkable; that is, in this game, the view of Step.3(a) and
that of Step.3(b) are information-theoretically independent. Jpeotocol is witness-
indistinguishable. We show that the distributiong@f, o, 8,) and(o;., a}. ;) are the
same. . ,

Letb € {0, 1}. Using some set of numbe@, Yo, W), o7, = (gib)% L = (g}z’b) "B, =

(g‘g")tb holds. Since(o, ap) = €(g1. 8 ), ZoYb = W, Mod piis satisfied. Thus, when the



values ofc, ay are fixed, the value g8, can be uniquely decided. Therefore, there
are two independent values Qng, a;),ﬁ;)) and there are two random valugsand 6y,

The distribution of(o-[), ag) is the same as the distribution of ca, anda, & a,.
Therefore, the distributions ¢é, ap,. 5,) and(o;. a7, 8;) are the same. O

5 Proposed Anonymous Credential System with Revocation

We next show our proposed anonymous credential system with revocation. In this sec-
tion, we assume that the Decision Lineafil2-Hellman assumption holds @&,.

5.1 Key Generation

In addition to the secret and public keys generated in our proposed basic anonymous
credential system, randomly selectedh, a, d G, are also used as system parameters.
Auth provesPK{x: w; = g} to get a certificate.

Now, in our proposed system with revocation, ugéand openeO also generate
secret and public keyg/ randomly selects its secret—kegyE zZ%,and calculategg(thus
gﬁ = w(gg)). U also generates a pdipky, sky) of public-key and secret-key for some

signature schemd{ publishespky as its public-keyO randomly selectg, & d Zy

as its secret-key and computds— gél, V g‘gz. O also publishegU, V) as its public-
key.

5.2 Credential Issuing Protocol

First, userl{ creates signature @f, sigy (gg) usingsky. U then sendsj, sigy (gg)
andm as a message, for whidd wants to obtain a certificate, to authorityth.

Upon receiving these data frobd, Auth verifiessigy (gg) by usingpky, then signs
mtogether withg by using the signature scheme described in Section 3.3. Naaely,

. . 1
creates the following signatufe., r, s), whereo = (glmg‘fulvi) 6 . Auth then sends
the signature td{ asCred.
U then verifies whethe€red is a valid signature om andq, U calculatesy «
Wog, B — gl'glupvs and verifie (o, @)  e(g1, 8) . Auth writes(c, 1, s, m. g3, sigy (93))
in databas®B wheneveriuth engages in the credential issuing protocol with users.

5.3 Credential Proving Protocol

After getting its credentiall{ proves knowledge of the credential to verifigr instead
of sending the credential directly fo.
BL = (by, by, --,by) is V's current blacklist of users who did something wrong
(Auth can write and read, whil8’ can only readL), whereb; (1 <i <) « ggi (a
is thei-th blacklisted user’s secret-keyl encrypts its credential, and sends the data,



including an encrypted credential, data unique to the user related to revocatibaso
follows:

Stepl: U randomly selects, ty, 6, p < z:, f, f £ G,, and computes” — o-gte

L 0 0
(o7giunvg)™ - g™ 0" (wogh) B (FgfeVs) @ dh — y(U)*.dy
Yy (V)2 x « f9fr and sendfo’, o', 8", d1, da. v, f. f. &) O V.

?

? A~
Step2: Verifier V verifiese(o’,a’) = e(g1,8) ande(y,02) # e(f,bi)e(f,gg) for
everyi(1<i<l).
Step3: U has to prove toV that U fairly created(y,o”’,a’,5’, d1, dz). Therejore,‘u
proves knowledge for the following statemeRK{(q, p, 8,10, 0,11, t5) : x = f9fP, o’ =
wigy, g = (gz”‘)g UVt dy = ¢ (U), dp = ¢ (V)2, 6 # 0}. We detail this proof
of knowledge inFigure.2.

Step4: If all verifications instep.2hold and the proof of knowledge is acceptéd,
finally outputsaccept, otherwise outputxeject. Because blacklisted users cannot
satisfy the latter verification istep.2as well as succeed in the proof of knowledge in
Figure.2, this protocol provides blacklisting.

Figure.2 PK{(q, p, 6,16, 0, 11, 1) : x = f97, o’ = wigy,
B = (o) o, dr =y (), do =y (V)?, 0%0)

Common input: (v, a’, 8, d1, dy) and public-key

Prover's input: (g, p,0,r0, $9,t1,1)

Protocol:

Stepl:U requestsV to start the protocoly then picks random numbebsa < Zy

and computeg «— hPh! (commitment ob) and sendg to .

Step2: U randomly select®, Ry, Rs, Ry < Z:, computesy « aRigRul, §
GRimodp, @ « TR + Romodp, ¢ « oR&’, and sends(y,s¢) to
V. If 6§ # 0 then <V outputs reject. Otherwise, &4 and V execute
PK{(Ry, Ro, Rs, Re, 0,0, p, S 1, to, (t1 + ) Ry, (ta + 1) Re) = y = &/RgPu®, y/wh =
gté)u;%’ X = qu\p’ & = a"RlazR“, ggysug — IB/Rlg;yq\ésé:—(tlﬂz)agﬁtz)m’ ggysug
BRGNS~ +Ry) as follows.

Step3: U picks random numbersy, r, r3, ra, I's, fg, 7, I's, o, 10, F11, 12 P
Z;, computesA = oMgiuf, B = gfuf, C = ff7, D = oMd), E =
’Brrlggérevgérs‘f—(rgﬁm)a;12’ F = ﬁ/rlg;srevg&sa,r—rn, G = w(u)rg, H = lﬁ(V)rlo, and
sendqA,B,C,D,E,F,G,H) toV.

Step4:V send, A to U in order to open the commitment.

Step5: U sends(cy, Cp, C3, C4, Cs, Cs, C7, Cg, Co, C10, C11, C12) t0 V such thatc; « ry +
bR, modp,c, « r, + bR modp, cz « rz + bRsmodp,cs « rq4 + bRy modp,
Cs « I's+hbw modp, cg « re+bgmodp, ¢; « r7+ o modp, cg « rg+bsmod p,
Cg « rg+ btymodp, Cig « rip+ bt modp, ¢11 « ryp + b(ty +t2) Ry modp,
Cio «— T2+ b(tl + tz) R4 mod p.




?

Step6:V checks that'g?us® = AyP, gius? 2 B(y/vvg)b, fosfer 2 cyb, a8 2
be, ﬂ/clggé‘cevgdcgé;—(cwcm)agiz ; E(ggﬁug)b, ﬁ’clgg‘icﬁv;scga"cll ; = (ggﬁug)b,
v (U)* 26, g (U) £ Hdb.

If V succeeds in this proof of knowledg®, outputsaccept, otherwise outputs
reject.

5.4 Identity Revealing Protocol

If verifier <V finds that a user has misused his credentiainformsO. O then reveals

the credential of the user as follows:

Stepl:V sends”’, d;, andd; to O, and ask® to reveal the user who created.

Step2:0 computesr = m and searches the databd@® to identify the usefi{.

Othen finds(r, s,m, g3, sigy (gg)) in DB (they are related to) and sendéo-, r,s,m g, sigy (gg))
toV.

Step3: O proves knowledge for the following statemeRiK{(¢1,&2) : U = ¢51,V =

.o = m}. We detail this proof of knowledge ifigure.3. V checkse(cr, wzgfz) 2

e(g1, gPiuV3).
V then finally can find that~’” was created fairly byi/, by usingpk, and check-

ing whethersigy (gg) is a valid signature 0@‘2’. This protocol provides the identity
revealing.

Figure.3 PK{(é1.£) 1 U = ",V = ¢, o = o/ (d/d}/®)).

Common input: Public key andd,, dy, o, )

Prover’s input: (&1,&2)

Protocol:

Stepl: O picks random numberB;, R, < Z*, computesy; = Y, = g X =
di/%, %o = dif2, Y3 = X, Y, = X2, and sends these datato

Step2:V sends a random numbler" Zyt00.

Step3:0 sendqcy, ¢;) to V such that; « Ry + bé mod p, ¢, « R, + bé mod p.
Step4:V checks thag® 2 Y1UP, g% £ YoV2, X3 2 Yadl, X% 2 Y,dl, o 2 o /% Xo.
If it holds, “V outputsaccept, otherwise outputseject.

Remark: If we require a stronger non-frameability where verifieras well as an
opener is dishonesty should publish a transcript of the credential proving protocol

in which V’'s challenge is a hashed value of prover’s first messagedrpeotocol.
However, the protocol ifrigure.2 is not aX-protocol as challengbk is committed in
Step.1 Hence, in order to guarantee the stronger non-frameability, we should change
the protocol inFigure.2 to a standard-protocol, and challenge messabeby V is a

hash value ofA, B,C, D, E, F, G, H). Instead, to prove the anonymity-and-unlinkability,

an oracle-linear assumption is needed (it will be shown in the full version of this paper).



5.5 Security
Unforgeability

Theorem 3. If the basic signature scheme(tgautn, 7, €)-Strongly existentially unforge-
able against chosen message attacks, our proposed anonymous credential system with
revocation i, gl 4, €' )-unforgeable, provided that

1 ¢ e’ —2
> (1 - 2e2(f’-15n) (1 - 2e2(95’ -prn) >€, 2" +0O(T) <7, Aay < Jauth -

Proof. The proof follows the same approach used in our proposed basic system. As-
suming our system is n@t’, gautn, € )-unforgeable can forge(o”, o, B, dy, dp) that
satisfies verifiefV’'s equation in the credential proving protocol wi, gauth, €’). We
then construct extract@ that outputs the original credenti@t, r, s) (andU, V). O

Anonymity and Unlinkability

Theorem 4. If the (r, €)-Decision Linear Assumption holds @&, then our proposed
anonymous credential system with revocatiofrise’)-anonymous-and unlinkable, pro-
vided thate’ > €,7” < 7.

Proof. AssumeAdv is an adversary thdt’, €')-breaks the anonymity and unlinkability
of our proposed anonymous credential system with revocation. We construct an algo-
rithm A that, by interacting withAdv, solves the Decision Linear Problem in time
with advantage.
Algorithm A is given random instandé&,, U, V, g, U, V&, 1) of the Decision Lin-

ear Problem. It randomly seleats, v, d G, and giveg Gy, gz, U, V2) to Adv as a sys-
tem parameter. Adv outputs public key and prove®K{x : wa = g}}. A extractsx by
usingAdv as a black-box proverA then generates two userslf and () secret-key

i.e., selects randomy, gz < Zy, and users’ signature key paska,, Pkas,, Sk, Py, -
It then sends(gg",ggl, pkay,, pkul) to Adv and carries out the credential issuing pro-
tocol with Adv, as Uy and U1. A obtains(og, ro, ) and (o1,r1, S1), whereog =
1/(x+ro) 1/(x+rq)
(grgPunvy) ", andory = (gguavy)
Next, A can execute the credential proving protocol witg and {1 polynomial-

times. WhenAdv queriesUy (b’ € {0,1}), A selectss, ry,rs P Z¥, and computes
o — oy -y(n) - gr11+r2,a’ — (ng'z’” )9,,3’ — (g?ggb' UZV;”/ )9 . ng(x”d)grzﬁrz,dl —

¥ (Uh) g, do — ¢ (V2) g7 A randomly choosesy P Z, and fy, fiy & G4, and cal-
culatesyy « fgb’ f}/"", and sends them talv asUy . A first executes the protocol and
obtains the value df in Step.3 and resetadv. A then re-executes the proof of knowl-
edge protocol. NowA knows the value ob, soA can successfully finish the proof of
knowledge protocol without knowing the witnesgandAdv then engage in the creden-
tial proving protocol Adv now requests its anonymity challeng&.chooses uniformly

r1+ro
1 ’

o (W), B (FeFug)  TIGT dy g (U, dp v (V) g

random bit ofd € {0, 1}, selects randoré d Zy, and computes” « oq- ¢ (1) - 9



A andAdv then engage in the credential proving knowledge-@fAfter this,Adv can
queryUy andU; polynomial-times. The procedure is just the same as the above.
t)+1o

Finally, Adv outputs bitd". If d" = d, A outputsyes(guesseg = g, *). Else(ifd" #
d), A outputsno. If n = g5, PrlA(Gy, U, V, g2, Uk, Vi, g572) = yes : UV, g, &
Gty by & Zi] = Pr[d’ = d]. If n # g3, lety = g5. 0 = o - 0 holds.a’ = (WZg;b)”

andp’ = (gg“ggbuzv;’)e - a’¢ are satisfied. Since there are two independent elements in
(o7,a,B') and these are randomised #wnd/, the distribution of(a’, ') is just the

same as the following distribution’ & Go, B & G»,. Therefore, the distribution is
independent of the value df thusPr[A (G, U, V, ga, U, V2, 1) = yes : U, V, g, 1 <
Gotitp < Z5] = 4. o

Traceability

Theorem 5. If the basic signature scheme(guth, 7, €)-Strongly existentially unforge-
able against chosen message attacks, our proposed anonymous credential system is
(7', Gpy € -traceable, provided that

1 ¢ < -2
> (l - ZeZﬂF”) (1 - 2e2(pf’2295”) >e 2" + O(T) < 7, authr < Qauth -

Proof. AssumeAdv is an adversary thé’r’, Qnutty e’)-breaks the traceability of our pro-
posed anonymous credential system with revocation. We construct an ex&abtdy
by interacting withAdv, can forge the basic signature scheme in timgth advantage
€, whereq, ,,, is the maximum number of queries madeAaly.

Adv succeeds in generating suet, o/, 8’, di, dz) that is accepted by, butO fails
in revealing the original credential storediB. € then extractgo, r, s) by usingAdv as
a black-box in the same way as in the proolWfforgeability . Since(o, 1, 9) is not in
DB, it is a forged signature of the basic signature scheme. O

Non-frameability

Theorem 6. If the user’s signature scheme&(guut, 7, €)-existentially unforgeable against
chosen message attacks and the discrete logarithm problém is (7’, €’)-hard, then

our proposed anonymous credential system with revocat(oﬂ L. e")—non—frameable,
provided that

pe’’ -2
77

1 (T -o(T
> (1— Zemn) (1 - ZeMn) >€, € >¢ m|n(T2—i(),7) > 7", Qautr < Qauth -

Proof. Assumeadv is an adversary thdt’, €’)-breaks the non-frameability of our pro-
posed anonymous credential system with revocation. We then construct an algérithm
that, by interacting withidv, breaks the unforgeability of the user’s signature scheme
or the discrete logarithm problem.

Algorithm A is given public-keypk, of the user’s signature scheme and instance
O2, gg € G, of the discrete logarithm problen# givesAdv G», g, as a system parame-
ter. Adv generates authority’s public-keys and opener’s public k&g then generates



its secret-key.A concurrently executes the following two procedures. The first one is
breaking the unforgeability of the user’s signature schefgenerates a usq¢ and
registergpky as the public-key of{. The second one is breaking the discrete logarithm
problem.A generates a usdi, generates a new ke(;pk{J, sl{J), and usesgg as the
value given taAdv (Auth) at credential issuing protocol.

Adv first generates its secret-key as a user, and creates its credertial, on m.
Adv then executes the credential proving protocobqfy, with an honest verifiefy.
Eventually,Adv employs the identity revealing protocol witl, and creates accepted
proof for vV that{, who is an honest user, produced the proofddag,. This means
Adv outputs(o-, r, s, Sigu (gg) , gg, m) that is accepted b asU'’s proof of Credagy.

If Adv outputs in the first procedurfg3, sigu (03)) is a forged signature of the user’s
signature scheme. Kdv outputs in the second procedutd, extractsq in the same
manner as in the proof dinforgeability by usingAdv as a black-box. ThusA can
forge the signature scheme or break the discrete logarithm problem, with the maximum

e’ pe”’ -2
timer’ > 2nt” + O (T) and the advantag%a(l - 2e2(f”-15n) (1 - ZeZ(Pf”-Z-ZPFn) >e. 0O

5.6 Comparison

We turn now to the #iciency of our anonymous credential system. The upper table in
Table.1lis a comparison of our basic system and an existing system [3]. “pk” means the
public-key specific to each user (excluding the system parameters), and “sk” means the
secret-key. “Size dProv’ means communication complexity betweghand<V in the
credential proving protocoPfov denotes a credential proving protocol). “Ops” means
the number of operations.

We show a comparison of our system with revocation and the existing system [5]
in the lower table inrable.1 “Size of Reveal” means communication complexity be-
tweenO and<V in the identity revealing protocoRéveal denotes an identity revealing
protocol).N is the size of an RSA modulus. A numbeneans the number of blacklisted
users.

6 Conclusion

We presented two anonymous credential systems. The basic anonymous credential sys-
tem is unforgeable under the StrongfiiZi-Hellman assumption and is information-
theoretically anonymous-and-unlinkable. It also seems midigeant than an existing
system [3] (Sedable.1). Our proposed anonymous credential system with revocation

is secure under the StrongfBé-Hellman assumption and the Decision Linear assump-
tion. Our system, however fiers two revocation schemes: Blacklisting and identity
revealing of users who act wrongly. Our system is also secure in the standard model.
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Assumption

Size of pk

Size of sk

Size ofCred

Size ofProv
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Ops to verifyCred
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Ops to verify inProv
Ops to open iReveal

Ops to verify inReveal
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