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Abstract—This paper considers game-theoretic security of bit
commitment protocols under a realistic cost model. Higo et. al
(IWSEC 2013) proved equivalence of game-theoretic security
and cryptographic security of bit commitment protocols under
an ideal cost model. Their model assumes that there is no
cost for communication and computation. Under a realistic
model that cost for communication and computation is non-
negligible, this paper shows that conventional bit commitment
protocols are not game-theoretically secure, and abort detection
property is necessary for bit commitment protocols to achieve
game-theoretic security.
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I. INTRODUCTION

Consider the following simple guess game between Alice
and Bob using a bit commitment protocol.

1) Alice: “T have a bit b € {0,1}. I'll pay $1,000 to you
if you correctly guess the bit. You pay $1,000 to me
if your guess is wrong.”

2) Alice and Bob execute the commit phase of a bit
commitment protocol and Bob obtains commitment
string ¢ of bit b.

3) Bob: “T guess 0 !” (' = 0)

4) Alice and Bob execute the open phase of the bit
commitment protocol and Bob obtains b.

5) Bob wins if b =¥'.

Now suppose that b = 0. In the case, Alice has no incentive
to execute the open phase (step 4) only to prove that Alice
lost the game. The computation and communication for the
open phase have some costs, thus Alice might prefer to abort
at step 4, if Alice does not want to pay the cost for the
open phase. Though the computation and communication
cost might be very small for each game instance, if Alice
is a company and many instances of the game are played
between Alice and a large number of users, the total cost of
decommitment can be large, thus the abort strategy might be
a reasonable decision for Alice. How the problem happens
and how it is avoided? In the theory of cryptography, we
model that the cost is negligible and do not consider such
cases, but when we apply the theory to real world problems,
we must consider these issues.

A simple fix seems to be that Bob sends a committed
guess to Alice at step 3. This modified protocol does
not solve the problem either because the decommitemnts
of b and b’ cannot be perfectly executed in parallel [1].

If the decommitment of b finishes first, Bob aborts the
decommitment of ¥’ when he knows that he lost the game.

This type of problem occurs only in commitment pro-
tocols because commitment protocols have both of the
following two characteristics: (1)It is a mutli-phase protocol
and (2) A party(the sender) obtains no new information in
the second phase (the open phase).

Many protocols such as encryption/decryption, oblivious
transfer, secret sharing, and so on are single-phase protocols,
that is, each party joins the protocol in a single phase (As for
an encryption/decryption, the time of decryption might be far
after the time of the encryption. But each party’s execution
is not divided into multiple phases. As for a secret sharing,
receiving a share is just a passive execution(each party does
nothing). Each party’s strategy exists only in the phase of
collecting shares). Since the protocol consists of two phases,
the environmental situation for the parties differs between
the two phases (If nothing changes for any of the parties,
there is no need to execute the protocol in two phases). As
shown in the example, the sender might want to execute the
protocol in the commit phase, but might not in the open
phase.

In addition, for the protocols other than the commitment,
the party that executes the protocol gains some new infor-
mation by the execution. The sender of the commitment
protocol knows no new information in the open phase thus
an abort in the phase is sometimes a reasonable strategy.

Thus the questions to be discussed in this paper are: (1)
Are commitment protocols really secure under the realistic
cost models? (2) If the commitment protocols are not secure,
how they can be fixed?

Many works have been done about the game theoretic
analysis of cryptographic protocols (for example, [2]). Most
of them deal rational secret sharing [3], [4]. Some of them
considers general two party protocols [5], oblivious transfer
[6], and bit commitment [7]. About the assumption of the
analysis of bit commitment protocols, Asharov et. al [5]
considers a fail-stop model for the parties. Higo et. al [7]
considers a malicious model, but the cost of computation
and communication for executing the protocol is ignored.
This paper discusses under the malicious model for the
parties and assumes that the cost for computation and
communication is not negligible.

This paper first gives a new definition for game-theoretical
security of bit commitment protocols under a realistic cost



model. Then, we show that usual(conventional) crypto-
graphically secure bit commitment protocols are not game-
theoretically secure under the model. Next, we show that
the ability of detecting and proving the sender’s abort is
necessary for game-theoretic security.

II. PRELIMINARIES

We say a function v : N — R is negligible if for any
polynomial p, there exists N € N such that for any k£ > N,
it holds that v(k) < 1/p(k). A negligible function is denoted
as negl(-). We denote by a < b or b > a for a(k),b(k) €
R, if a(k) < b(k) — (k) for some non-negligible function
e(k) > 0. We denote by a ~ b if a(k) — b(k) < negl(k).

A probabilistic polynomial time algorithm is denoted as
a PPT. In this paper, all parties use PPT algorithms in the
security parameter k. For two algorithms A and B, denote
the view of A (all information accessible by A) during an
interaction with B by view 4(B), and the output of A after
the interaction with B by out4(B).

Next, we show the definition of bit commitment protocols
in cryptography.

Definition 1 (Bit commitment [8], [9]): A bit commit-
ment protocol Com(k) is a tuple of interactive PPT algo-
rithms in the security parameter k, denoted by Com(k) =
(57, 567), (RE) BG))).

The commit phase is an interaction between Sgc ) and
R(Ck), where Sg) receives a bit b € {0,1} as an input.
The output of Sgc )(b) is the commitment string ¢ and a
private output d for S(Ok). The information for decommitment
is included in d. Without loss of generality, let ¢ be the
transcript of the interaction between Sg )(b) and R(C]f ), and
let d be view g o (BE).

The open phase is an interaction between Sé)k) and R
where Sgc)’s input is tuple (b, ¢,d) and Rg)’s input is c.
Input d and c are decided by the commit phase. Note that
for an incorrect execution the input bit &' might be o' # b,
that is, a malicious sender tries to decommit to b’. After
the interaction, R(Ok ) outputs 1 if the receiver accepts, and 0
otherwise.

The conventional cryptographic security is shown below. In
section III, we show a new cryptographic security, strong-
security under a realistic cost model.

(k)
O >

Definition 2 (Conventional cryptographic security [8], [9]):

protocol Com(k) = ((S’gc),S(Ok)),
(R(Ck),Rg ))) is cryptographically secure if it satisfies
the following three properties.
e (Correctness) For any b € {0,1}, it holds that
Pr[outhf)(c)(Sg") (b,c,d)) = 1] > 1 —negl(k), where

¢ is the transcript between S’gC )(b) and R(C]f ), and
k
st (B
« (Hiding property) For any b € {0, 1}, PPT cheating re-
ceiver Ri™, and PPT algorithm(distingusher) D*), it

A commitment

d = view

. k
holds that [Pr[D™) (view . (S¥ b)) =b]—1/2| <
negl(k).

o (Binding property) For any b €  {0,1},
PPT cheating sender (Sg(k) , Sg(k)), it
holds  that  Prlout,m .\ (So " (0,¢*,d%) =

(@]
<k>(c*)(sg<’“>(1,c*,d*)) = 1] < negl(k), where
O
c* is the transcript of the interaction between Sé(k)(b)
k o k
and R(C) and d* = VleWSé(k)(b)(R(C«)).
In game theory, each player has a set of strategy. Since

each player is assumed to be a polynomially bounded player,
game-theoretic definition also reflects the assumption.

outR

Definition 3 (Computational game): A computational
game is a sequence G*) = (n, Agk) (i=1,...,n),
Ui(k) (¢=1,...,n)), where n is the number of players,

Vk € N, Agk) is the set of actions taken by player 7,

Ui(k) : Agk) X Aék) - x A 5 Ris the utility function
of player q.

Note that G(*) is known to every player in advance.

A strategy of a player is a plan that specifies the action
chosen by the player for every history of the game. For the
commitment protocols, the players first execute the commit
phase. In the open phase, each player knows the result of the
players’ actions taken in the commit phase and then decides
the action in the open phase. Thus a strategy is a function
whose input is the description of a game and a history of
the game and whose output is an action.

One of the most commonly discussed solution concept of
a game is a Nash equilibrium [10], [11]. Since each player
is PPT, computational Nash equilibrium is discussed in this
paper.

Definition 4 (Computational Nash equilibrium):

A tuple of strategies (p1,p2,...,pn) IS an e-
computational Nash equilibrium in a computational
game G if Vi(1 < i < n), Vp, € PPT, Vk € N,
Ui(k)(Ph e s Dim 1, Pis Dit1s -5 Pn) 2

U (1, pic1s P pivas - pn) — e(h).

That is, when a tuple of strategy is a computational Nash
equilibrium, no player has incentive to change its strategy.

III. NEW GAME-THEORETIC DEFINITION

This section gives a new game-theoretic security definition
of commitment protocols. Our definition of utility functions
considers the cost for commitment protocols. As written in
the introduction, S might intentionally abort in the open
phase because of some reason. Under the realistic model that
computation and communication cost for bit commitment
protocols is not negligible, S can obtain more utility by
abort because of lowering the cost. The only way to prevent
S’s abort seems to be the R’s detect and punishment, for
example, forcing to pay the money or reputation that S
is dishonest. In either case, the proof that S aborted is
necessary to avoid false punishment. Thus proof must be



able to be verified by anyone. Therefore, in order for a
commitment protocol to be secure under the realistic cost
model, the ability to detect and prove S’s abort is necessary
for R. This section gives a new definition of game-theoretic
security and cryptographic security.

First, we give a definition of commitment protocol with
abort detection property and the strong-security of bit com-
mitment protocols.

Definition 5 (Bit commitment with abort detection):

A bit commitment protocol Com(k) is a tuple
of  interactive PPT  algorithms, denoted by
Com(k) = ((5¢”,55"), (R¢”, RS)).

The commit phase and the open phase are the same as
the one in Definition 1.

After the interaction, R(Ok) outputs 1 if R accepts, 0 if R

rejects, and P(a proof of S’s abort) if S aborts in the open
phase.
The difference is the proof of S’s abort in the open phase. P
can be verified by everyone. One of the realistic realization
of the above protocol is usage of a public bulletin board. S
writes the commitment string c to the bulletin board. In the
open phase, S writes the decommitment information d* to
the bulletin board. Everyone can verify the correctness of
the decommiment using d* and c. If S aborts, no message
is written to the bulletin board and anyone can verify that S
aborted. Note that the punishment mechanism in the proof
is outside of the discussion in this paper. We assume that
there is some punishment mechanism using P.

Definition 6 (Cryptographic strong- securzty) A commit-
ment protocol Com(k) ((Sgc), S ) (R (C), R(k))) is
cryptographically strong-secure if it satlsﬁes correctness,
hiding property, binding property in Def. 2, and the fol-
lowing abort detection property.

o (Abort detection property) For any b € {0,1}

and cheating sender (Sé(k), Sg(k)), if S(*)(k) aborts

*(k * *
Prloutyo . (56" (b.c*,d*)) = F] = 1= negl(k),
where c* is the transcript of the interaction between

Sé(k)(b) and Rgc), d* = view *(k)(b)(R(C{C)) and P is a
valid proof that S aborted in the open phase

For any b € {0,1} and cheating recelver RO ") if the
sender is correct, Pr[out RE® (e )(S (b ¢ d) =P <

negl(k), where c is the transcript of the interaction
between Sgc)(b) and Rgc), d = view g ;) (Rgc)), and
P is a cheating proof that S' aborted in the open phase.
Next, we propose new game-theoretic security. Under the
realistic cost model, the sender S has the following three
preferences.
SL-1 S does not prefer R to know the committed bit b
before executing the open phase.
SL-2 On executing the open phase, S prefers to be able
to choose a bit to be opened.
SL-3 S prefers that S’s intentional abort in the open
phase is not detected and proved by R.

SL-4 S prefers that R cannot give a false proof that S
is aborted when S correctly executes the protocol.
R’s preference is as follows.
RL-1 R prefers to know the committed bit b before
executing the open phase.
RL-2 R does not prefer S to change the bit to be opened
in the open phase.
RL-3 R prefers to open the committed bit b correctly in
the open phase unless the protocol was aborted.
RL-4 R prefers to be able to detect and prove S’s
intentional abort.
RL-5 R prefers to be able to give a false proof that S
aborted even if S is correct.

SL-3 and SL-4 are newly added to the preferences in [7].
The meaning of SL-3 is that if R cannot detect S’s abort,
S can abort in the open phase and spend a lower cost. SL-
4 means that if R can give a false proof, S obtains some
punishment using the false proof. For the receiver, RL-4 and
RL-5 are newly added to the preferences in [7]. The meaning
of RL-4 is that in the guess game, R needs to be able to
detect and prove S’s intentional abort in the open phase. The
meaning of RL-5 is that R obtains more utility if R gives a
false punishment to S. RL-4 and RL-5 supposes that there is
some mechanism to punish S. Without such a mechanism,
there is no way for R to effectively use the (false) proof of
S’s abort, thus RL-4 and RL-5 are not satisfied for R. The
actual mechanism to punish S is outside of this paper.

Note that RL-3 means the utility of a correct decom-
mitment and the utility of R’s intentional abort are the
same. In some cases, R might prefer R’s abort to a correct
decommitment, for example, after the commit phase, the
committed bit is informed to R from someone else (other
than .S). Since decommitment needs R’s computation and
communication cost, under a realistic cost model, R prefers
abort in the open phase. If R prefers abort, there is no way
for S to prevent R’s abort. This definition allows R’s abort.

Definition 7 (New bit commitment game) For PPT algo-
rithms D®), 5K M R} ang, RO( ), the two-phase
game Fcom(k)((S 0 .S, (k)) (Rék) R (k))) is executed as
follows.

1 S selects PPT S/cgk)
ously.

2 Choose a bit b € {0,1} randomly and set guess =
amb = cor = sabt = rabt—dsabt—O ,

3 Observe an interaction between S ( ) and Rék),
and let ¢ be the transcript during the interaction. Set
sabt = 1 if S aborts and rabt = 1 if R aborts. Let
d = view /(“(b)(R (k)).

and R selects ng) simultane-

4 S selects SO( ) using d. R simultaneously selects R (k)
using c. ,
5 Set guess = 1if b = D) (view iy (S (1)),
C

6 Observe an interaction between Sé)(k)(b,c7 d) and



R/O(k)(c). Set sabt = 1 if S aborts and rabt = 1 if
R aborts. ,
7 Observe an interaction between So(k)(l —b,¢,d) and

RSP (c). Set rabt = 1 if R aborts.
8 Set amb = 1 if outR/(m()(SO(k)(O,c,d)) =
, Lo C

out /(k)()(S (k) (1 ¢,d) = 1. Set cor = 1 if
out R (e )(S’(’c (b,c,d)) = 1. Set dsabt = 1 if

out )(S (b c,d)) = P, where P is a valid

proofO that S aborted.
The tuple (guess, amb, cor, sabt, dsabt, rabt) is the outcome
of the game. The meaning is as follows. After the commit
phase, R tries to know the committed bit b before the
open phase using D). If D*) succeeds, set guess = 1,
otherwise, guess = 0. Then, S tries to open to b and 1 — b.
If both of these two opens succeed, set amb = 1, otherwise,
amb = 0. If open to b succeeds, set cor = 1, otherwise
cor = 0. If § (R) aborts during the executron set sabt =1
(rabt = 1). dsabt = 1 means that RO outputs a proof that S
aborts in the open phase (1t does not mean S really aborted).
Note that S’s abort in S (1 — b, ¢,d) is not considered,

because executing S, (k)(l — b,c,d) is based on the will
that S tries to decommit to incorrect value 1 — b, thus S
generally does not abort by himself. The main difference
between the definition in [7] is refinement of abort in [7] to
sabt, dsabt, and rabt. In [7], the abort in .S and R are equally
treated. As written above, we need to treat them differently
and introduce sabt and rabt. In addition, we need to indicate
whether the valid proof is obtained or not and dsabt is added.

Note that the bit commitment game is a two-phase game,
that is, after the commit phase is finished, each player can
change its strategy for the open phase depending on the
information obtained in the commit phase.

Next, we formalize our new preferences as new utility
functions.

Definition 8 (New utility function): For a bit commit-
ment protocol Com(k), let (guess,amb, cor,sabt,dsabt,
rabt) be the random variables representing the outcome of
[ Com( k)((S(k) S(k)) (R (Q]’C)’)R ).

For PPT algorithms S and S , let (guess’,amb’,
cor’, sabt’, dsabt’, rabt’) be the randorn Varrables represent-
ing the outcome of I (k) ((S (®) ) S (k)) (R (k),R(Ok))).

The(u)trhty( f)unc(trc))n U (’;O;n(k) for S satisfies

Com(k k k k
U%om(k)((s S ) ( (k)R (k))) .
Ug ((SC ,SO ),( o, Ry’)) if one of the following
conditions holds.

S-1 |Pr[guess = 1] — 1/2| < |Pr[guess’ = 1] — 1/2|.
S-2 Pr[guess = 1] = Pr[guess’ = 1] and Pr[amb = 1] >

br]

S-3 Prlguess = 1] ~ Prlguess’ = 1], Prlamb = 1] ~
Prlamb’ = 1], and Pr[sabt = 1 A dsabt = 0] >
Prlsabt’ = 1 Adsabt’ = 0].

-4 Prlguess = 1] = Pr[guess’ = 1], Prlamb = 1]
Prlamb’ = 1], Pr[sabt = 1 A dsabt = 0]
Pr(sabt’ = 1Adsabt’ = 0], and Pr[sabt = 0Adsabt =
1] = Pr[sabt’ = 0 A dsabt’ = 1].

For PPT algorithms ng) and R/O(k), let (guess’,amb’,

cor’,sabt’, dsabt’, rabt’) be the random variables represent-

ing the outcome of Fcom(k)((S(k) S(k)) (Ro k) R(k)))

The utility function US ™™ for R satisfies

Ugom(k)((s(k), S ’f)) (R(pk) R(k)))

Ugom'(k)((sg), Sg ) (Re (k) RO )) if one of the following

conditions holds.

R-1 |Priguess = 1] — 1/2| > |Pr[guess’ = 1] — 1/2|.

R-2 Pr(guess = 1] ~ Prlguess’ = 1] and Pr[amb = 1] <
Prlamb’ = 1]

R-3 Prlguess = 1] = Pr[guess’ = 1], Pr[amb = 1]
Prlamb’ = 1], and Pr[sabt = 1V rabt =1V cor
1] > Pr[sabt’ =1 Vrabt' =1V cor’ =1].

R-4 Pr(guess = 1] = Pr[guess’ = 1], Prlamb = 1]
Prlamb’ = 1], Pr[sabt =1V rabt =1V cor = 1]

Prisabt’ =1 Vrabt' = 1V cor’ = 1], and Pr[sabt =
1 Adsabt = 0] < Pr{sabt’ = 1 A dsabt’ = 0].

R-5 Prlguess = 1] = Prguess’ = 1], Prlamb = 1]
Prlamb’ = 1], Pr[sabt =1V rabt = 1V cor = 1]
Pr[sabt’ = 1V rabt’ = 1V cor’ = 1], Prlsabt =
1 Adsabt = 0] = Pr[sabt’ = 1 A dsabt’ = 0], and
Pr(sabt = 0 Adsabt = 1] < Pr[sabt’ = 0 A dsabt’ =
1

S-3, S-4, R-4, and R-5 are newly added to represent prefer-

ence SL-3, SL-4, RL-4, and RL-5, respectively.

Definition 9 (New game-theoretic security): Let

Com(k) be a bit commitment protocol. Com(k) is

game-theoretically secure if the tuple of the strategies

((S(Cfc), Sg”), (RC{C),R(O’“))) is in a computational Nash

equilibrium for the utility function in Def. 8.

Q&

Q

Q&

Q&

IV. EQUIVALENCE BETWEEN THE SECURITY NOTIONS

First, we show that the usual (conventional) bit commit-
ment protocols are not game-theoretically secure under the
realistic cost model.

Theorem 1: Not every cryptographically secure bit com-
mitment protocol Com(k) is game-theoretically secure.
(Proof) Sender S changes the strategy from (S(k),S )

"(k) &' (k) (k) qabort(k)
to (S’ So ) = (S¢7, 80 ), that is, S always
aborts in the open phase. Thus Pr[sabt” = 1]
and Prlsabt = 1] &~ 0 are satisfied. Since Com(k) is

cryptographically secure, |Pr[guess = 1] — 1/2| = 0 and
Prlamb = 1] = 0.
Since Sc(k) = Sgc) and So(k) [guess” = 1]—

1/2| = 0 and Pr[amb” = 1]
1] ~ Pr|guess” = 1] and Pr[amb = 1]
hold.

In conventional cryptographically secure bit commitment
protocols, R cannot perfectly detect the sender’s abort.

~ 0 hold. Thus, Pr[guess =
~ Pr[amb” = 1]



R cannot distinguish the sender’s intentional abort and a
failure of the communication link between S and R. Thus,
Pr[sabt” = 1 A dsabt” = 0] > 0 is satisfied. Therefore,
Prsabt” = 1 Adsabt” = 0] > Pr[sabt = 1 Adsbt = 0] and
S-3 is satisfied. Thus, S obtains more uti/llity by changing
the strategy from (Sék),S(Ok)) to (Sc(k),SO(k)). O

In order to show the theorem holds for realistic situations,
let us consider the following example. Let u be S’s utility
by opening the bit correctly and c be the cost of correctly
executing S(Ok). The cost of Sgbort(k) is 0. Let us suppose
that R can give some punishment (< 0) to S when R can
prove that S aborts. Ugom(k)((Sék),Sg)), (R(Ck),Rge))) =
u—cand UG, 85" ), (RE, RY)) = -
Prldsabt” = 1] — 0. S obtains more utility by abort if x -
Prldsabt” = 1] > u — ¢. The values of u, ¢, and x depend
on the financial value of the committed bit, computation
and communication environment, and so on. For the case
of the above guess game, v = 0 when S knows that she
lost the game. If R cannot detect and prove that S aborts,
Prldsabt” = 1] = 0 and « - Pr[dsabt” = 1] > u — ¢ hold
and S obtains more utility by the abort.

In order to prevent abort, some mechanism is necessary
to either (1) give some rewards from R to S for correct
decommitment by S or (2) give some punishment to .S for
aborting. Let us first discuss case (1). If R pays S’s cost for
the computation and communication for opening, S might
honestly execute the opening phase. However, this intuition
does not hold for the guess game shown in the introduction.
Let the cost for opening by .S be ¢ and the reward of correctly
executing opening be 7. When S loses, S needs to pay
$1,000 to R. Thus the utility of correctly executing opening
is —$1,000 — ¢+ and aborting is 0, if R cannot prove S’s
abort. Thus S honestly executes opening when S lost the
game only if r > $1,000 + c. If » > $1,000 + ¢, R gains
nothing even when R wins the game. Thus, giving reward
is not a realistic solution.

Therefore, the only way to prevent aborting is giving
punishment from to S after aborting. In order to give a
punishment from R to S, it is necessary for R to be able to
detect S’s abort and prove that S really aborted to everyone.
Without the proof, the other parties cannot understand that
S really aborted. In addition, it is necessary for R not to be
able to give a false proof that S aborted when S correctly
executes opening.

Now, we show that the strong cryptographic security and
our new game-theoretic security are equivalent.

Theorem 2: Bit commitment protocol Com(k) is game-
theoretically secure if and only if it is cryptographically
strong-secure.

The following two lemmas prove the main theorem.

Lemma 1: If bit commitment protocol Com(k) is cryp-
tographically strong-secure, then it is game-theoretically
secure.

(Proof) We assume that Com(k) = ((Sg), Sge))7
(R(Ck ), R(Ok))) is not game-theoretically secure and show that
it is not cryptographically strong-secure. Since Com(k) is
not game-theoretically secure, one 91“ the followings hold.

(Case 1) For some PPT Sc(k), SO(k),

Ug M (s, 85)), (RE, REY)) <
Us (86, So™), (RE), RE)) holds.

(Case 2) For some PPT Rc(k), Ro(k),
UM (8,850, (R, RG))) <
UM ((8¢7, 567, (R, R'™) holds.

First consider Case 1. From Def. &, at least one of S-1,
S-2, S-3, or S-4 is satisfied.

Let us assume that S-1 is satisfied. |Pr[guess = 1] —
1/2] >~ |Pr[gue”ss” = 1] — 1/2|, thus changing the strategy
from Sék) to S ") decreases the possibility for R to guess
committed bit b. It means that |Pr[guess = 1] — 1/2| > 0.
Thus, R can guess the committed bit b using some PPT D(*)
when S and R use S(g) and R(C]f). Therefore, Com(k) does
not satisfy hiding property.

Next let us assume that S-2 is satisfied. Since Pr[amb =
1] < Prlamb” = 1], if S changes the strategy from
(Sg), Sgc)) to (Sc(k)7 So(k)), the possibility that S can open
the committed bit to 0 and 1 increases. Therefore, Com(k)
does not satisfy binding property.

Next, let us assume that S-3 is satisfied. Since Pr[sabt” =
1 Adsabt” = 0] = Prfsabt = 1 Adsabt = 0], if S
changes the strategy from (S(Ck),Sgc)) to (Sé(k)750/<k)),
the possibility that R can detect .S’s abort decreases. Thus,
Com(k) does not satisfy abort detection property.

Next, let us assume that S-4 is satisfied. Since Pr[sabt =
0 A dsabt = 1] > Pr[sabt’ = 0 A dsabt’ = 1], Pr[sabt =
0 A dsabt = 1] > 0. Thus R can give a false proof that
S aborted even if S executes correctly. Therefore, Com(k)
does not satisfy abort detection property.

Next, consider Case 2. From Def. 8, at least one of R-1,
R-2, R-3, R-4, or R-5 is satisfied.

First let us assume that R-1 is satisfied. Since

|Priguess” = 1] — 1/2| = |Pr|guess = 1] — 1/2|,
|Priguess” =1] —1/2| =0

holds for ((Sék), S(()k)), (R;(k), R;;(k))). Thus, Com(k) does
not satisfy hiding property.
Next let us assume that R-2 is satisfied. Since

Prlamb” = 1] < Pr[amb = 1],
Prlamb = 1] > 0.

This means that Com(k) does not satisfy binding property.
Next let us assume that R-3 is satisfied. Since

Prlsabt” =1Vrabt" =1Vcor” =1] =

Prlsabt =1V rabt =1V cor = 1],



Prisabt=1Vvrabt=1Vcor=1] <1
holds. Thus,
Prisabt=0Arabt=0] >0

and
Prlcor = 1|sabt = 0 Arabt =0] < 1.

This means that Com(k) does not satisfy correctness.
Next let us assume that R-4 is satisfied. Since

Prlsabt” =1 Adsabt” = 0] < Pr[sabt = 1 A dsabt = 0],
Prsabt =1 A dsabt =0] > 0

holds. Thus, when S aborts in the open phase, R cannot
detect and prove S’s abort. This means that Com(k) does
not satisfy abort detection property.

Next let us assume that R-5 is satisfied. Since

Pr[sabt = 0 A dsabt = 1] < Pr[sabt” = 0 A dsabt” = 1],
Prsabt” = 0 Adsabt” = 1] > 0

holds. Thus, even if .S honestly executes, R can give a proof
that S aborted. This means that Com(k) does not satisfy
abort detection property.

In any case, Com(k) is not cryptographically strong-
secure. m]

Lemma 2: If bit commitment protocol Com(k) is game-
theoretically secure, then it is cryptographically strong-
secure.
(Proof) We assume that Com(k) =
((SgC 7S(k)) (R (C{C),R( ))) is not cryptographically strong-
secure and show that it is not game-theoretically secure.
Since Com(k) is not cryptographically strong-secure, one
of the followings hold.

Case 1Com(k) does not satisfy correctness.

Case 2Com(k) satisfies correctness but does not satisfy
hiding property.

Case 3Com(k) satisfies correctness and hiding property,
but does not satisfy hiding property for some
REY # R

Case 4Com(k) satisfies correctness and hiding property
but does not satisfy binding property.

Case 5Com(k) satisfies correctness, hiding property and
binding property, but does not satisty blndmg prop-
erty for some (S (k) , S (k)) where S, T ) #* Sgc).

Case 6Com(k) satisfies correctness hiding property and
binding property but does not satisfy abort detec-
tion property.

Case 7Com(k) satisfies correctness, hiding property, bind-
ing property, and abort detection property but
does not satisfy abort detection property for some
5,0 % 500

Case 8Com(k) satisfies correctness, hiding property, bind-
ing property, abort detection property, but does not

satisfy false /ellbort d/etection impossibility property
for some (Rc(k), Ro(k)) # (R(C{C), R(Ok)).
We denote the outcome of the
rCom(k)((S&, S67), (RS, RS)) by
(guess, amb, cor, sabt, dsabt, rabt).

First let us assume that Case 1 is satisfied. Even if both
parties correctly execute the protocol, the probability that R
cannot open the committed bit is non-negligible. That is, for
some bit b € {0, 1}, it holds that

game

Pricor=1] < 1.

Let (Rébort(k),R?)bort(k)) be a tuple of strategies
such that R aborts just after the beginning of

the protocol. We denote the outcome of the game

]_'\Com(k:)((sgf)’ S(Ok))a (Racbort(m’Rabort(k))) by

(guess”,amb” cor” sabt”, dsabt” rabt”).
equalities are obtained.

The following

Pr[sabt = 1] = Prfsabt” =1] =0

Thus,
Pr[sabt” =1Vrabt" =1Vcor” =1] =
Prisabt =1V rabt =1V cor = 1]

and

Com k k k k

UM (56,560, (RS RGY)) <
Com( abor abor
UG M), 557), (Rerer ™) Reyert®hy)

holds from R-3, that is, ((Sg), S ) (R (C), R(k))) is not a
Nash equilibrium.

(Case 2): R can break the hiding property with the
honest strategy R". For some PPT distinguisher D), Tt
holds that Pr[D(k)(viengc)(S(Ck)(b))) = b = 1/2. Let

(Sgbort(k),sgbort(k)) be a tuple of strategies of abort the
commitment just after starting the protocol, that is, the

sender does not execute the commitment at all.

We  denote the outcome of the  game
Fcom(k)((sabort Sabort(k)) (R(k) R(k)))
(guess”,amb” cor” sabt”, dsabt”, rabt”).

It holds that

|Priguess = 1] — 1/2| = |Pr(guess” = 1] — 1/2| = 0.

Thus, .
om k k k
Usom M (5%, 857), (RS, RY)) <

Com(k abort(k abort(k k
U5 (sg ™, 55, (RS BGY)



holds from S-1, that is, (5%, 557), (R%), %)) is not a
Nash equilibrium.

(Case 3) R cannot break the hiding property with honest
strategy RC but with some strategy R 75 Rclf ). That i is,
for some PPT distinguisher D(*), it holds that

P’r‘[D(k)(vleWRg(k)(Sgc)(b») = b] -
Pr[D® (vieng>(Sg€)(b))) = b~ 1/2.

Let Raobort(k) be a strategy such that R aborts in the open
phase.

We denote the outcome of  the

om k k k abort(k
reen®((s¢), 567), (R, Ry ™) by
(guess”, amb” cor” sabt”, dsabt” ,rabt’).

We obtain

game

|Pr(guess” = 1] — 1/2| = |Pr[guess = 1] — 1/2| ~ 0.

Thus, Com(k k) olk) k
Uz ((se”,867), (R RG)) <

Com(k k k k abort(k
UR ( )((S(C)’S(O))v(RC( )’RO " )))

holds from R-1, that is, ((S(Cfc),Sg@)7 (Rgc),Rgc))) is not a
Nash equilibrium.

(Case 4) S can break the binding property with
(Sgc)7 Sék)). That is, for some b € {0, 1}, it holds that

Prlout S (0 ¢ d)) =

RO (o)

out (SO (1,e,d)) =1] = 0,

RY (o)
where c is the transcript between S, (k )( b) and R(Ck), nd
Sg‘)(b)<R(C))) Let (R2™ ), Raobort( )) be a tuple
of strategies of abort.

We denote the outcome of the

om k k abort(k abort(k
reem®((se), 567), (Re ™™, RE™M)) by
(guess”,amb” cor’ sabt”, dsabt”, rabt”).

We obtain

d = view

game

|Pr(guess = 1] — 1/2| ~ | Pr[guess” = 1] — 1/2| = 0,

Prlamb = 1] = Pr[amb” =1] = 0.

Thus,
Ucom(k)((sc S(k))( (k) R(k)))

Com(k k) abort(k abort(k
UM (887,567, (Re ™™, R ™))

holds from R-2, that is, ((Sg), S’gﬂ))7 (R(Ck),Rgc))) is not a
Nash equilibrium.

(Case 5) S can break the bmdmg property with some
strategy (S (&) ) S, (k)) + (Sg“),SO ). That is, for some
be {0,1}, it holds that

Prlout So k J0,¢,d)) =

R (e

out S, ¢, d)) =1] =0,

R(k)(c’
where ¢ is the transcnpt between S ® ( ) and R(C’f), and
d' = view ”<k>(b)(RC )

We denote the outcome of the

" k " k k k
reom® (., 56), (RS, RG)) by
(guess”, amb” cor”’ sabt”, dsabt”, rabt”).

;/f hicyng property is simultaneously broken by
(Sc(k)7 So(k)), R aborts in the open phase and S just breaks
hiding property by himself. It is not a cryptographically
valid attack to a bit commitment protocol for S. Thus this
case is not considered and we assume that

game

|Priguess = 1] — 1/2| &~ | Pr(guess” = 1] — 1/2| ~ 0.
The following equation is obtained from the assumption.
Prlamb” = 1] = Pr[amb = 1] = 0.
Thus,
s (s 5670). (R, RGY)) <
U5 (5. 50, (RE). BG))

holds from S-2, that is, ((Sgc)7 S(Ok)), (Rgc), Rgc))) is not a
Nash equilibrium.

(Case 6) Even if S aborts in the open phase, R cannot
correctly detect and prove the abort.

Let Sgbort(k) be sender’s abort strategy in the open phase.

We  denote the outcome of the  game
om k bort(k k k
reom®((sg”, 55" ™M), (RS, RG?)) by
(guess”’,amb” cor” sabt”, dsabt” rabt”).
For a correct execution, Pr[sabt = 1] = 0, thus

Prisabt = 1 A dsabt = 0] = 0. Since R cannot perfectly
detect S’s abort, Pr[sabt” =1 A dsabt” = 0] > 0.
We obtain the following equations.

|Prguess” = 1] — 1/2| ~ | Pr[guess = 1] — 1/2]

Prlamb” = 1] ~ Prlamb = 1]

Thus,
(TC'om k k k:

Com(k k bort(k k k
USO 1 ( )((S(c),Sgo ( ))a(R(c)aRE))))

holds from S-3, that is, ((Sgc)7 S(Ok)), (Rgc), R(Ok))) is not a
Nash equilibrium. B

(Case 7) R cannot detect sender’s abort for SC(k) # Sgc )
Let Sgbort(k) be sender’s abort strategy in the open phase.

We denote the outcome of  the game
pCom®) (5.1, 55 (RE, RG))) b
(guess”,amb” cor” sabt”, dsabt”, rabt”).

We assume that hiding property and binding property are
satisfied with SC( ), because breaking hiding property is
not a cryptographically valid attack for S(as in Case 5) and



breaking binding property is already considered in Case 5.
Thus,

|Priguess” = 1] — 1/2| ~ | Pr[guess = 1] — 1/2]
Prlamb” = 1] ~ Pr[amb = 1]

are satisfied. For a correct execution, Pr{sabt = 1] = 0,
thus
Pr[sabt =1 A dsabt = 0] = 0.

Since the receiver cannot perfectly detect sender’s abort,
Pr[sabt” =1 Adsabt” = 0] = 0.

Thus, Com(k k) ok k k
Us (S, 567 (RE RGT)) <

Com(k " (k abort(k k k
US ( )((SC’( )JSO i ))v(R(C’)7R(O)))

holds from S-3, that is, ((Sék), S(()k)), (R(ck), Rg))) is not a
Nash equilibrium.

(Case 8) R can give a false proof that é’ aborlt/s even
if .S executes correctly for some strategy (Rc(k)7 Ro(k)) #
(R(le),RgC )). We assume that hiding property and binding
property are satisfied with (R;(k), R;(k)), because breaking
binding property is not a cryptographically valid attack for
R and breaking hiding property is already discussed in Case
3. Thus,

|Pr(guess” = 1] — 1/2| ~ | Pr|guess = 1] — 1/2]
Prlamb” = 1] ~ Pr[amb = 1]

are satisfied. Since R does not abort,
Prisabt=1Vrabt =1V cor=1] =~
Pr[sabt” =1Vrabt” =1V cor’ =1]

is satisfied. Since S does not abort,

Prsabt = 1 A dsabt = 0] ~ Pr[sabt” = 1 A dsabt” = (]
is satisfied. For a correct execution,
Pr[sabt = 0] =0,

thus
Prlsabt = 0 A dsabt = 1] = 0.
Since R can give a false proof,
Pr[sabt” =0 Adsabt” = 1] = 0.

Thus,
Com/(k k k k k
USm M (8%, 890, (R, RY)) <

Com(k k k " (k "(k
us (5,567, (R Rg™)

holds from R-5, that is, ((Sgc), S’gd)7 (Rgc),Rg))) is not a
Nash equilibrium. m]

V. CONCLUSION

Under a realistic model that cost for communication
and computation is non-negligible, this paper showed that
conventional bit commitment protocols are not game-
theoretically secure, and abort detection property is neces-
sary for bit commitment protocols to achieve game-theoretic
security. Further study includes considering game-theoretical
security of other important cryptographic protocols.
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