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ABSTRACT

This paper proposes a return route information encryption
scheme for onion-based e-mail systems and mix-nets. Our
scheme has the following two properties. (1) It allows any
node on the message route to send reply messages to the
sender of the message. This property is necessary for send-
ing error replies. (2) It allows the replying node to send mul-
tiple reply messages from one piece of return route informa-
tion. This property is necessary when responding with large
amounts of data using multiple messages. In order to con-
struct a return route information scheme, we must consider
a new type of attack, namely the replace attack. A mali-
cious node obtains information about the route by replacing
secret information that only the node can read. This paper
describes the new type of attack and shows that previous
schemes are vulnerable to it. Our scheme prevents replace
attacks. In addition, we show that by slightly modifying our
scheme malicious nodes cannot distinguish whether a mes-
sage is a forward message or a reply message, thus improving
the security of the routing scheme.
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E.3 [Data]: Data Encryption—Public key cryptosystems;
C.2.2 [Computer-Communication Networks|: Network Pro-
tocols—Routing Protocols

General Terms
Security, Theory
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1. INTRODUCTION

E-mail systems are widely used in business and daily life.
The names of the sender and receiver of each e-mail are
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provided in plain text in the e-mail header. Thus, every
node in the network can obtain the names of the sender and
the receiver when an e-mail is relayed (This paper does not
discuss spam e-mails that forge the name of the sender).

We sometimes want to send e-mail anonymously, for ex-
ample, when whistle-blowing. If we are to achieve anonymity,
no node in the network should be able to obtain information
about the sender or receiver of an e-mail, although the nodes
must be able to obtain the route information needed to relay
the e-mail. Onion-based mix-nets[1][3][8][10][11][12][13][15][19]
is a mechanism for sending e-mails anonymously, which is
one of the techniques of anonymous communication [6]. In
onion-based mix-net schemes, route information is appended
to each message, thus multiple messages with the same pair
of the sender and the receiver might be sent by different
routes. Note that as an alternative mechanism, many works,
for example, Onion-routing[9] and Tor [7], have been carried
out to create a virtual circuit that can be used for bidirec-
tional anonymous communication[6].

The problem of sending reply messages using onion-based
mix-net has not been carefully discussed. Most of previ-
ous works considered sending one reply message from the
destination node. Two important properties, multiple reply
senders and multiple reply messages, must be considered.

Let us consider the first problem, the sender of the reply
messages. There are two cases where a reply is sent. The
first is where the reply is sent by the receiver. This type of
reply is necessary, for example, when responding to whistle-
blowers. The second case involves sending error messages
from the nodes on the route. This type of reply message is
necessary when the address used by the sender is incorrect
or the node/link for relaying the message is down. Without
an error reply mechanism, the sender cannot know that the
message was not sent correctly. This type of error message
is necessary even if the network is robust and errors rarely
occur. Since it is not realistic for the entire e-mail system to
support onion-based e-mail routing, the easiest implementa-
tion for the current Internet may be a mix-net operated by a
number of volunteer servers. Messages between servers are
sent via the Internet using encryption between the servers.
A message sender randomly selects a sequence of servers and
appends the sequence before the final destination. Since the
servers are provided voluntarily, some servers might sud-
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that a server is not operating.
The second problem is sending multiple reply messages
from one replying node. Every onion-based mix-net scheme



assumes that the size of the message content is fixed, in order
to prevent malicious nodes obtaining the route of a message
from its size. Thus the reply needs to be sent by multiple
messages if its size is large (e.g. image data). However,
many schemes such as those in [1]|2], the replying node can-
not randomize the obtained return route information, thus
relaying nodes can detect that the same route information is
used multiple times. (Note that in [1], the relaying nodes dis-
card messages that have same route information to prevent
a replay attack. Thus it is impossible to send multiple reply
messages with the same route information). Some mech-
anisms that allows multiple replies were proposed [4][14].
Our scheme allows any relaying node to send multiple reply
messages with the same route information.

For the return route information a malicious node can ex-
ecute a new type of attack, the replace attack. A malicious
node obtains information about the route by replacing se-
cret information that only the node can read. Our scheme
prevents the replace attack.

In addition, with a slight modification, the scheme de-
scribed in this paper can become symmetric with respect to
forward and reply messages with the result that malicious
nodes cannot distinguish these messages.

2. DEFINITION OF PROBLEM

The definition in [1] does not consider the ability to send
reply messages from any node on the route, thus we need to
redefine the problem.

The network topology is represented by an undirected
graph G = (V, E) where V is the set of nodes and F is the
set of edges. Each node v € V acts as a sender, a receiver,
and a message relayer. Edge e = (vs,v;) is a bidirectional
communication channel between v; and v;. G is public in-
formation. Note that G is a complete graph when any node
can directly send messages to any other node. Each node v;
encodes a special character 1; (meaning v; is the destina-
tion of the message) and edges connected to v;, to a message
space M;. In the rest of the paper, when an edge e appears
in encrypted route information, e is not a pair of nodes but
an encoded message.

A message M consists of message content m and route
header h. When a node S sends message content m to a node
R, S first obtains a path on G, p = vo(= 5), e1,v1,...,Vn-1,
€én,Vn(= R) from S to R, where e; = (vi—1,v;) € E(1 <1<
n). Let p(S, R) denote a path from S to R. Throughout this
paper, we use this path for explanation. There are two ways
to obtain a route header for a certain path. The first consists
of S selecting a path p(S, R) on G from S to R and encrypt-
ing it. The second consists of obtaining a route header while
relaying or receiving a message. We call the former type of
route information forward route information and the latter
type of route information return route information. A mes-
sage sent using forward (return) route information is called
as a forward (return) message.

When node v receives message M and relays it to the next
edge, it obtains new route header k' from v to M’s original
sender, that is, ' is an encryption of p(v,S). In addition,
when R receives a message M whose destination is R, R
obtains new route header h” from R to M'’s original sender,
that is, " is an encryption of p(R, S). We denote h(M) as
the header of message M and pa(M) as the path represented
by h(M).

Each node generates a pair consisting of a public key and

a private key. Let A be an adversary. A can corrupt any
node and modify the incoming messages at the corrupted
nodes. Assume that A never refuses to relay a message. It
never discards messages or rewrites the headers that prevent
messages being sent to the correct receiver. Note that this
assumption does not exclude a message denial attack. This
paper discusses the adversary’s action before the day of a
message denial attack. Before that day, the adversary does
not want to be detected as an adversary, thus it is honest
about relaying messages but it tries to collect route informa-
tion from the relaying messages. On the attack day, using
the collected route information, the adversary stops relaying
messages whose destination is specified nodes (or executes
some other type of attack). Without collecting such infor-
mation, the adversary can only execute a trivial message
denial attack, for example, it can only stop sending all mes-
sages or randomly selected messages.

Adversary might study the timings of messages moving
through the system to find correlations. To prevent tim-
ing analysis, we assume that there is a sufficient volume of
background message traffic on every edge by employing a
method such as those described in [16][17][18].

The anonymity of route information demands that no
message be linked to any other message by anyone. We de-
scribe an unlinkability experiment, Fxp., as follows. There
is a route information oracle O. When O receives a route
header from A, O decrypts it and responds to .A.

Experiment Expa

(1) A first selects any path p(S, R) and forces S to send a
message M to R by p(S, R). By sending M, every node v; on
p(S, R) obtains a return route header h; for path p(v;, S). A
can force any (non-corrupted or corrupted) node v; to send a
message using h;. In addition, A can ask route information
oracle O to decrypt the route header h of any message on
any edge. A can execute this procedure as many times as A
wants.

(2) A outputs either (2-1) a non-trivial relation Rel be-
tween two messages or (2-2) a non-trivial relation Rel’ be-
tween a message and a node.

(3) A then executes step (1) again except for the limitation
that A cannot use oracle O.

(4) A outputs two messages M; and M> or a pair consist-
ing of message M; and a node v according to whether Rel
or Rel is output in (2). These messages are those that A
observes during step (3).

The advantage of A, Adv,i(A), is defined as
Prob[Rel(M, M2)] (or Prob[Rel’ (Mi,v)]). ]

Adversary A (t,€)-breaks the unlinkability problem if it
runs in time at most ¢ and Adv,(A) is at least e. The
route information system is (¢, €)-secure if no adversary A
(t, €)-breaks the unlinkability problem.

The trivial relation between two messages, T'Rel(M;, M2)
is as follows. M;(i = 1,2) are observed at different edges
e;(t = 1,2), Mi’s route pa(M1) contains e; and ez, and all
nodes on pa(M) between e; and ez are corrupted by A. It
is easy to detect whether M; and M> are the same message
from the above corrupt condition.

Similarly, the trivial relation between a message and a
node, TRel'(M,v) is as follows. M is observed at edge e,
M’s route pa(M) contains v, and all nodes on pa(M) be-
tween e and v are corrupted by A.

We consider the following non-trivial relations when not



every node on the path is corrupted.

(1) M, observed at e and M2 observed at ez are the same
message.

(2) My and My use the same route information.

(3) M> is a reply message to M;.

(4) pa(My) contains v;.

This paper provides some assumptions to solve the prob-
lem.

Assumption 1. At step (4) of Exzpa, A must not output
message M whose sender or receiver is corrupted.

Assumption 2. A must not corrupt a pair of adjacent
nodes.

The reason of these assumptions are shown later. Finding
a way to eliminate these assumptions requires further study.

3. PREVIOUS RESULTS

A simple implementation for sending reply messages is as
follows. Each relaying node records a tuple (Mo, M1,e1)
consisting of an incoming message My, an outgoing mes-
sage M1, and the edge e; from which My arrived in its local
log. When a node wants to send reply message M’ to mes-
sage My, the initiator of M’ sends the pair (M’', M) to
the edge from which Mj arrived. The node that receives
reply message (M’, M}) searches the log and finds a tuple
(My—1, My, ex), then it relays (M’, My_1) to ey. By repeat-
ing this procedure, M’ will arrive at the original sender of
M. This mechanism is not secure because a malicious node
can obtain the relationship between a message and its reply.

Three solutions have already been reported that enable
the receiver node to send a reply message. Chaum [2] pro-
posed a return address as follows (we omit the message con-
tent part):

Kn(en, anl(enfl, ey Kl(el, Ko(Lo)) e ), where K,' is
the public key of v;.

vi(i =n,n—1,...,1) decrypts the information encrypted
by K; and obtains e;. For v; to obtain e;, this route infor-
mation must be decrypted by vn,vn—1,..., vi+1 in advance.
When v; needs to send an error message because v;+1 (or
ei+1) is down, v; cannot obtain e; because the route infor-
mation is encrypted by the key of v; 1. In order to use this
type of return route information, vg needs to prepare one
piece of return route information originating at each inter-
mediate node,

Ky(en, Kn—1(en-1,..., Ki(e1, Ko(Lo)) )

Kn_1(en-1,Kn—2(en—2,...,Ki(e1, Ko(Lo)):-+)

Kn—Q(en—27 Kn—B(en—37 ey Kl (ela KO(J—O)) et )
and so on. Thus the total size of the return route informa-
tion is O(n?). We need a mechanism that does not increase
the size of the route information.

Camenisch et al. [1] proposed an onion-based message
routing scheme and its reply mechanism. However, in their
return route information scheme, the procedure at each node
is deterministic, that is, when a message arrived at v the out-
put from v is uniquely defined. Replay attack is avoided by
destroying messages that use the same header twice. This
means that the receiver node cannot send multiple reply
messages to a given message. In addition, their scheme needs
a non-standard assumption on the pseudorandom permuta-
tions they use.

Toriyama et al. [19] proposed a mechanism for obtaining
return route information while messages are forwarded by

onion-based message routing. v; adds return edge informa-
tion e; to message M while sending M. The following re-
place attack can be performed on their scheme. A malicious
node v; adds €} instead of e;. v; can detect that message
M’ is a reply to M by obtaining edge ¢} instead of e; (and
continues sending messages correctly by relaying this reply
message to e;). v; can thus obtain the relationship between
a message and its reply. To prevent the replay attack, the
return route information must be set by the original sender

S.

4. FORWARD ROUTE INFORMATION

First, we outline the ElGamal type route information ran-
domization mechanism described in [19], which is modified
from that in [10], which is proved to be insecure in [5]. Our
scheme uses the following mechanism for the forward route
information.

The main idea is exactly the same as standard onion rout-
ing, namely that the route information that v; must use,
€j+1, is encrypted as Enc(pki, Enc(pka, ..., Enc(pk;,
€j+1)-..)). Every node decrypts it by using its secret key
and v; obtains e;j1.

Let g be a generator of cyclic group G whose order is a
large prime. Node v; selects x; il Z, and sets y; < g*7.
The public key of v; is y; and the private key of v; is x;.

The basic ElGamal encryption scheme is as follows. For a
given plaintext (encoded edge information) e;j41, randomly
selects r & Z, and the ciphertext (X,Y) is (g7, ej11 - ¥7).
For a ciphertext (X,Y’), obtain the plaintext by Y/X%i.
The scheme in [19] modifies the scheme such that encryp-
tion is performed by (X,Y) «— (¢, 5, “*') and decryption
is performed by searching for the value e;11 that satisfies
Y = X%'%+1_ Since in the route information scheme, the
set of edges (the message space) v; is connected to is a rela-
tively small fixed set, this type of encryption/decryption is
possible.

The main idea of [19] is as follows. The route information
that v; must obtain, e;j1, is encrypted at the sender node
as (9", Y1 Y2 - Yj—1 ~y;'e”1). When v1 receives this infor-
mation, v1 partially decrypts it and obtains (9", 5-...-yj_1-

;'ej“). Then va, v3. ... decrypts it and when this message
comes to v;, the route information becomes (¢",y; “'**) and
v; can obtain e;41. To hide the relationship between incom-
ing messages and outgoing messages, this route information
is randomized at each node. The details are provided below.

(Initialization) Let us consider a case where a node S
sends a message m to a node R by the route p(S, R) de-
fined above. From the public keys, S generates message
(8,1, 2, ..., aN,Y1,72,73,74) as follows.

S chooses r & Zy, and sets 3« g",

i — (Y1 Y2 yic1) Yy (1< <n—1), and
r Lntrr
an = (Y1-y2 - Yn—1)" " Yn .

L n+1 indicates that v, is the destination of the message,
that is, L, +1 is a special value that differs from all the values
for edges connected to vn. Qni1,n42,...,an are dummy
values to hide the length of the actual route.

~i(i = 1,2,3,4) carries the message content m. S selects

ri, 7 & Z, and sets
gé! <—m‘(y1~y2~,,,.yn71 .yn)ﬁ’ Yo — g"t,
Y3 (Y1 Y2 Yn—1-Yn)"2, and y4 — ¢g"2.
S permutes ;(1 < i < N) and sends the message to e;.



(Decryption) When a message (3, a1, ..., N, V1,72, 73, 7Y4)
arrives at node vj, it decrypts the route header and obtains
the next edge to relay this message. v; then re-encrypts all
the values and sends them to the next edge. The procedure
is shown below.

v; searches for a;(1 < i < N) that satisfies a; = B%+1°%
for some e;41 or a; = ﬂ”““fj Let aj be the element that
satisfies the above condition.

If the latter condition is satisfied, v; is the destination of
this message. v; obtains the message content m by calcu-
lating 1 /~2%7.

If the former condition is satisfied, e;j41 is the edge to
which v; must relay this message. v; decrypts every element
of the header a;(1 < ¢ < N,i # k) by calculating @; «—
Qi /ﬁzJ .

oy is no longer necessary, thus v; sets aj as a random
dummy value.

For the elements ~v;(i = 1,2,3,4) that carry the message
content, v; calculates
T /7’ and s < ys /v

(Re-randomization) To prevent a replay attack, every block
must be randomized at v;. Let (8, a1, da, . . .
be the message after the above decryption is performed. v;

selects 1o, 71,72 ¥id Z; and calculates

a; — & (1<i<N),

B B,

QTR CIRRe E YA

Y2 =2t

3 «— 73”2, and

Va4t
(B,a1,a2,...,aN,71,72,73,74) is the new message.
(Permutation) After the above re-randomization, v; per-

mutes a1, Qs,. ..,y at random. [ |

In the scheme in [10], each edge value e; is stored in an
independent block, that is, e; is stored in (o, Bo, a1, 51),
where 8o < g™, a0 <= €iy1-(y1-y2-. . yi—1-9:)"°, b1 —g",
and a1 < (y1-y2 ... Yim1 - Yi)"

The decryption at v; is @ < ao/B5” .

An attack on this scheme is described in [5]. Since (a1, 51)
is an encryption of plaintext ‘1’, the relaying node can add a
false route to the mal1c1ous node €x, by executing 3y < B,
e — ez, 61 H51 , and ay —af .

The above attack cannot be applied to the scheme de-
scribed by Toriyama et al., because there is no encryption
of ‘1’ in the route information. In their scheme, every block
uses the common value 8. v; cannot replace o with valid
route information because v; does not know r € Z; that
satisfies 8 = ¢".

On the other hand, the message block is just the same as
that in [10], thus the following replay attack [5] is possible
if some node on the route and the receiver R are malicious.
Message m is stored in (y1,72), where y1 = m - y;° - y;9, -

-y and v2 = ¢"° for some 9. The malicious node v;
sends a new message with (vf,~3%), which is a ciphertext of
m’. When receiver R obtains m and mf, it detects that
the route contains v;. Thus, this paper assumes that the
receiver of the message is not corrupted in Assumption 1.

Note that this scheme is not secure if A corrupts the
sender S and some node v; on the route. S uses a spe-
cial value €/, instead of ;41 in ;. When v; decrypts the
data and obtains the special value ‘33‘+1> v; can detect that

76(1\77'}717’}/27’73774)

this message was sent by S. v; can continue relaying this
message to e;1+1 by hearing the next edge from S using some
method. Using the information, A can discard all messages
whose sender is not A. This type of attack cannot be pre-
vented in schemes those described in [1][2][19]. One way to
prevent this type of attack is for S to ask a trusted third
party to obtain the route information. However, this might
not be practical for all users to ask for the route information
from a trusted third party. Thus, Assumption 1 excludes the
case where the sender of a message helps to detect the route
information. Finding a way to eliminate this assumption
will require further study.

5. PROPOSED RETURN ROUTE
INFORMATION SCHEME

A natural implementation of the return route information
may be exactly the same as for the forward route information
in the previous section.

Let us consider a case where the return route information
(0, 6]) is encrypted S0 that v; can obtain e;, that is, (0,d;) =
(9" % sy ).

To decrypt thls route 1nf0rmat10n each node executes
§; « 8;/60%. Thus §; becomes y “ at v; and v; can obtain
return route 1nformat10n €j.

When this message goes beyond v; without replacing with
a dummy value, J; is decrypted using the secret keys xj1,
Zjt2 ... that were not encrypted at all as &; < 0,/6%. Thus
d; becomes yj ]/(y]+1 Yita - yj /) at vy

When v} sends a reply message, this unnecessary decryp-
tion can be cancelled out by executing J; < §; - %% while
relaying the reply at v;. Thus, when the reply message ar-
rives at v;, J; becomes y;‘e" again and v; can obtain e;.
Although this mechanism seems to work, we must consider
the replace attack described below.

In the above procedure, v; sees the same edge information
e; twice: once while relaying a forward message and once
while relaying its reply message. Thus the following replace
attack is possible. When v; € A decrypts e; from d; while
relaying a forward message M, it replaces e; with a special
value € by calculating 05 — 5]-63/6-7. When v; receives a
reply message M, it can detect that M’ is a reply message
for M if it obtains e}. Therefore, the relationship between
these two messages can be detected.

The idea for preventing the replace attack is as follows.
When v; wants to send a reply message M’ to the received
message M, it is unnecessary for v; to calculate the next
edge to send M’. It should simply return M’ to the edge M
arrived from. This mechanism does not require a log that
must be kept for a long time by intermediate nodes, because
each intermediate node can detect instantly whether or not
the next node or edge is down. At the destination node R,
the edge information needed to send a reply to message M
can be kept by R together with M.

On the other hand, when a reply message is relayed to v;
from some other node, it is necessary for v; to obtain the
next edge. Thus, return route information e; is unnecessary
until M is forwarded to v;11, which is the next node on the
forward route. e; is encrypted using x1,z2,...,2; and & 41
so that v; cannot decrypt e; when v; receives M from v;_;.

e; is encrypted as follows. (0,0;) = (¢", 91 - y2 ... Yj—_1-

y;'(eﬁl) - yj11), where yj ., is the extra term. At vj, this



route information becomes (0,9;) = (gr,y;'(eﬁl) “Yit1) as

a result of the decryption at vi,v2,...vj—1. v; cannot ob-
tain e; from this route information because of the extra
term yj,,. Since v; cannot know that this is the return
route information for v, v; executes 0;/0%7, which is the
procedure for the other return route information. Then
this route information becomes (g", y;‘ﬁj -yj+1). When this
route information is sent to vj41, vj4+1 converts it by a spe-
cial extra decryption rule described later, to (¢", y;'ej JYi+1),
which is the normal form of the return route information at
vj+1. When this route information is sent to vjy2,... and
then returned to v;41, the return route information becomes
(9", y;"ej /Yj+1) again. Then, v; 11 executes d;-077+1 and the
route information becomes (gr,y;'ej) and v; can obtain e;.
By employing this mechanism, v; sees e; just once and a
replace attack becomes impossible.

The above mechanism needs v;j41 to execute an extra de-
cryption for the block d; that encrypts e;. To inform vj41 of
the necessity of an extra decryption, pairs of (ai+1,d;)(0 <
i < n—1) are made, where a1 is the encryption of e; 42 in
the forward route information. Since edge information e;2
is obtained from ;41 only at v;j4+1, it can be used to inform
vj+1 that it needs to execute an extra decryption to d;.

The following describes the proposed system in detail.
Consider the case when a node S sends a message m to
node R via p(S, R).

(Initialization) Note that the forward route information
B,a1,Q2,...,aN,71,72,73, and 4 are calculated in the same
way as in the previous section.

From the public keys, S generates the combined route in-
formation (3,0, Bo, B1, ..., BN—1,71, 72,73, V4, A1, A2), where
B; = (@i+1,6;)(0 <4 < N — 1) as follows.

S chooses 1 & Z;, (note that the random numbers must
be different from those for forward route information) and
sets 0 — g,

So — yp°" - yf, and
i (g1 g2 oyic) YTy (1< i< n—1).

By, Bpyi...,Bn_1 are dummy values.

A1, A2 are used to carry the message content of the reply.
S generates r’ & Z* and sets
A — yh ) and
Ao — gr/.

S permutes B;(0 < ¢ < N — 1) randomly. The message
M is (ﬁ, 97 Bo7 Bl, ey BN,1,V1, Y2573, V4, )\1, )\2) vo sends
M to eq.

(Decryption) When a message arrives at node v;, v; searches
for a block B; = (a;+1,0:)(0 < i < N — 1) that satisfies
i1 = P97 for some ej41 Or Qi1 = Brit1%i Let
ar = (ak+1,0k) be the block that satisfies the above condi-
tion.

If the latter condition is satisfied, v; is the destination of
this message, Then v; obtains the message content m by
calculating ~y1 /727 .

If the former condition is satisfied, e;4+1 is the edge to
which v; must relay this message.

If v; wants to send a reply message to S, the procedure
for initialization on return should be employed.

Otherwise, v; decrypts every block B; = (ait1,0:)(i # k)
by calculating
Qi1 — ai+1/ﬁz-7 and
5 «— 6:/0%.

v; calculates 0y < 6k /6% %7, which is the extra decryption.

a1 is no longer necessary, thus v; sets aiy1 as a random
dummy value.

For the elements v;(: = 1,2,3,4) and A\;(i = 1,2) that
carry the message content, v; calculates
=/ 72]_,

753 — 73/'74;2 and
)\1 — )\1 . )\29 .

(Re-randomization) Let (3,60, Bo, Bi,..., Bn-1,

1, Y2, 73,74, M1, A2), where B; = (it1, (5_1-) is the message af-
ter the above decryption has been performed. v; re-randomizes
the message with the following procedure.

v; selects 70,71, 72,73, T4 & Z; and calculates
Q; — Cfim(l <1< N),

B—pr,

6 — 0, (0<i<N-—1),
g — o ,

YTV

Y2 = v2 074,

’?3 — 737“37

Y4 =,

,)-\\l — X1 T4, and

>\2 — )\g4 .

The message aw—randomization is
(A@ 0, Bo, B1,~. ..y BNZ1,71,72, 73,74, A1, A2), where
Bi = (ait1,6:)(0 < i < N —1).

(Permutation) After the re-randomization, v; permutes
the blocks B;(0 < i < N — 1) at random. After the permu-
tation, v; sends the message to e;j1.

(Initialization on return) When v; decides to send a reply
message, the forward route information is no longer used
thus it is discarded. The following procedure is executed to
send a reply message to S.

Ok < 01 /0% to decrypt the extra encryption.

Re-randomize the return route information by choosing
r& Zy; and setting
5 — 6/(0<i<N—1)and
6 —0.

In order to append the reply message content m’, v; exe-
cutes the following. v; chooses 79,71 E Z; and calculates
A —m' - A,
>\2 — )\507
X3 — ATl and
>\4 — )\£17

v; permutes 6;(0 < i < N — 1) at random. v; sends
the reply message to e;, from which the relaying message
arrived.

When v; receives a reply message (0, do, d1,...,0Nn—1,

A1, A2, A3, \4), it executes the following procedure.

(Decryption on return) v; searches for an element 0;(0 <
¢ < N — 1) such that &; = 6%°% for some e; or §; = 0% +i,
Let 6x be the element that satisfies the above condition.

If the latter condition is satisfied, v; is the destination of
the reply message. v; then decrypts the message m’ by
A /Ay

If the former condition is satisfied, e; is the edge to which
v; must relay this reply message. Then v; decrypts every
element by calculating
8; «— 6; - 0%,

For the message content, v; decrypts the elements by cal-



culating
A1 — A1/)57, and
A3 — A3/,

(Re-randomization on return) For the message
(0,80,61,...,0N-1,A1, A2, A3, \q) after the above decryption,
v; executes the following re-randomization.

v; selects r & Z, and calculates
65— 6 (1<i<N-1),and
6 — 0"

v; then selects ro, 71 i3 Z;, and re-randomize them by
2\\1/ — A1 - Xgm,

)\2 — )\2 . )\ZO,
X; — Xgrl, and
PYRED
(67,(%,5:, .,&:,E,E, Xs, 5\:) is the randomized mes-
sage.

(Permutation on return) After the re-randomization, v;
permutes ; at random.

6. PROOF OF SECURITY

This section provides proof of the security of the proposed
scheme.

We recall the decisional Diffie-Hellman assumption on which

the security of our routing scheme is based.

Definition 1. Let g be a large prime. Let G be a cyclic
group of order ¢ and g be a generator of G. The decisional
Diffie-Hellman (DDH) problem is defined as follows.

Define D and R as follows:

D ={(g,9%,9",9"") € G'lz,y € Z4}

R=A{(9,9",9",9°) € G'|z,y,2 € Z;}

Adversary A outputs 0 or 1 on input (g, 4, B,R) € G.
A’s advantage Advppr(A) is defined as
Advppr(A) = |ProblA(g, A, B, R) = 1|(9, A, B, R) € D] —
ProblA(g, A, B, R) = 1|(9, A, B, R) € R]|.

Adversary A (t, €)-breaks the DDH problem if A runs in
time at most ¢t and Advppr (A) is at least e. The (¢, €)-DDH
assumption holds if no adversary A (¢, ¢)-breaks the DDH
problem. |

Theorem 1. The proposed route information scheme is
secure under the DDH assumption if no node is corrupted.

(Sketch of proof) Since A corrupts no node, it cannot
rewrite messages using private keys for some nodes. Assume
that there is an adversary A that can break unlinkability.
Using A we can obtain an adversary B that solves the DDH
problem. For a given instance (g, A, B, R) € G* of the DDH
problem, B randomly selects a node v; and sets B as the
public key of vi. B generates private key z; for v;(j # k)
and sets y; «— g"7.

Now consider relation (1): M at e; and Mz at ez are the
same message. The proof for the other cases can also be
shown similarly.

If v is not between e; and ez, B terminates. Other-
wise, B generates message M seen at the incoming edge
of vy as follows. B randomly selects Ro, R1, R2, R3, R4 &
Z; and M «— (5,9,30,31,.. .,BN_1,71,’)/2,’)’3,’Y4,)\1,)\2),
where Bi = (oziH,Ji),

/8 — ARO7
a; < d(random value), (1 <i <k —1)

ay — RFoek+1

7
 — RRo . A%et1-Bo. . pA%i-1-Ro . gei-eiv1-Ro (k' +1<i<
n— 1)),
Qun — RRU . A%k+1Bo . prn-1-Ro ,Aw'rl'J-n+1‘R0’

0 — Af

5o — ARl‘IO‘J-o/(AIrRl AT R Azk—l‘R1)7

§;  ARvTiC j(ATinRL | qrinBr L gekerR) (] < <
k— 2),

Sp—1 — ARrore—1en—1 . g

5 — REv(enth) C AT

8; — RE1. AR TRy, pAR1mio1, gR1-@i-(eitl) | gR1-wita (k+
1<i<n-1),

1= m - R ATReR2 L pTee By

o A2,

g REs . AT+ Bs . . AvnRs

ma — A,

i = AToRa L preRa AT R g
oy — A

Note that B knows the values Ro, R1, Rz, R3, R4 and is
able to generate a message observed at any node before vy
on the route that is consistent with this message.

B generates the message after decryption at vy
(B,0,Bo,B1,. .., Bn-1,71,72, 73,74, A1, A2), where
B; = (ai+1,6;) as follows.

@y, < d(random value),

@ — Ame+rBo. o ATicrRo. prieiviRo(p 4] < <p—1),
0y — A%k+1Bo . ATn-1-Ro _Azn'ln-i—l‘RO,

(5_0 - ARl‘EU‘J-U/(Azl'Rl .Aac2<R1 A Azk—l‘Rl _RR1 ,

gz. — ARl‘-Ti'ei/(AmH»l'Rl AT R ATe—1 R ,RRl)(l <
1 <k-—2),

5k_—1 - ARl'xk—l'ek—l/RRl7

5 «— REver . AR1'1k+1’

(S_i — ARvmRyr . pAR1mia ,ARl'Ii'(€i+1)AR1'zi+1(k+ 1<
1 <n-—1),

i —m - A%kt Rz pTn B2

z — AT+ B AT Rs ang

A AToRa . pgTrRa L AT-1Ra . pRa

B then re-randomizes and continues relaying this message.
The procedure for relaying the return message can be per-
formed similarly.

If (g, A, B, R) € D, then the simulation is perfect, that is,
the route information is the real information. Thus A can
detect whether M; = M> with non-negligible advantage e.
If (g,A,B,R) € R, then these blocks are random blocks,
and A’s advantage is 0.

Thus, if the proposed return route information scheme
is not secure, the DDH problem can be solved with non-
negligible probability. |

If two neighboring nodes v; and v;41 are corrupted, the
following attack is possible. When v;1 receives message M
from v; and detects a1 = B9+2° %+ from B; = (iy1,0:),
it knows that d; = 6%7+1.0%"%, Thus, z;4+1 replaces d; with
o = gri+r . 077", and continues the decryption procedure.
When v; decrypts e}, it can detect that this message is a
reply to M. Thus Assumption 2 is introduced for corruption.

7. SYMMETRIC SCHEME FOR FORWARD
AND REPLY MESSAGES

The above scheme is asymmetric, that is, the procedures
for forward messages and reply messages differ. Thus, any
node can detect whether a message is a forward message



or a reply message. This section discusses a modification
to prevent this type of detection. We need the additional
assumption that the replying node is not corrupted.

The main idea is as follows. The ElGamal encryption is
symmetric, that is, encryption and decryption can be ex-
changed as follows:

(Public-key and private-key) z; & Zy. yi — g%t xi is
the private key and y; is the public key.

(Scheme 1) Encryption: r i3 Zy. (g",m-y;) is the ci-
phertext.

Decryption: Given (X,Y), execute Y/X® and obtain m.

(Scheme 2) Encryption: r & Zy. (g",m/y;) is the cipher-
text.

Decryption: Given (X,Y), execute Y - X*¢ and obtain m.

When encryption is executed by “-”, the decryption can
be performed by “/” and vice versa.

The procedure in the previous section performs §/0% for
forward messages and 6 - 6 for reply messages. We can
make another scheme that uses 6 - %% for forward messages
and §/6% for reply messages. The sender randomly chooses
these two schemes, then it becomes impossible for a node to
detect whether a given message is a forward message or a
reply message. The details are as follows.

(Initialization) First, sender node S chooses a random bit

b £ {0,1}.

S chooses r,7’,r1,r2.7] E Z; and generates the message
M = (ba /8707B07Bl7 .. ~7BN—17717727’Y37’Y47)\17 AQ)) where
Bi = (OliJrl,(Si) as fO]lOWS.

(Case 1) when b = 0:

B—yg,
i —(yryzcyie) Yy 1 <i<n— 1),
QAp — (yl CY2 .t ynfl)r 'yTJl_n+l'T7
0 —g",
0o — yoLOAT/ . y{,,
Si— (g i) STy (1 <i<n 1),
Y= me(Yrye Y1 Yn)",
Y2 =g,
V3= (Y1 Y2 Yn—1-Yn)"?,
V4 =g,
A1 yp', and
A2 <—gT/1.
(case 2) when b = 1:
B—4g",
QU — (yl Y2 ... yi71)7T . yfiJrlAT(]. S 7 S n — 1)7
an = (Y1 Y2 Y1)y,
g,
So =y oy
i (g ya o yimn) ™ oyl (1 <i < n— 1),
Y= m- Yy Y1 Yn)"
Y2 =g,
V3= (Yr-y2- e Yno1-Yn)'?,
Y4 =g,
A1 — yo', and
A2 <—grll.
By, Bnti...,Bn—1 are dummy values. S permutes B;(0 <

i < N — 1) randomly. v sends M to e;.
(Decryption) When a message (b, 3,0, Bo, B, ..

Y1,Y2,73, V4, A1, A2). arrives at node v;, v; searches for a

block B; = (i+1,0;)(0 < i < N — 1) that satisfies a;41 =

., Bn_1,

[+1°%5 for some ejy1 Or iyl = ﬁJ‘Hl'zJ’. Let Br =
(ak+1,05) be the block that satisfies the above condition.

If the latter condition is satisfied, v; is the destination of
this message, Then v; obtains the message content m by
calculating 1 /727 .

If the former condition is satisfied, e;4+1 is the edge to
which v; must relay this message.

If v; wants to send a reply message to S, the procedure
for the initialization on return should be employed.

Otherwise, execute the following procedure.

For the elements v;(i = 1,2,3,4), and \;(i = 1,2), v;
calculates
o=/,

’ZS — 73/7113 and
)\1 — )\1 . /\2J .

For B, v; executes the following procedure according to
the value of b.

(Case 1) when b = 0:

v; decrypts every block B; = (ay1,0:)(¢ # k) by calcu-
lating
@it1 — ir1/8% and

v; calculates
Ok Ok /0% 73
which is the extra decryption.

(Case 2) when b= 1:

v; decrypts every block B; = (i+1,0:)(i # k) by calcu-
lating
Qit1 — i1 - 479 and
8 — 8; - 0%,

v; calculates
Ok — Ok - 0%,
which is the extra decryption.

(Re-randomization) (the same for b = 0 and b = 1)

_Let (b,8,0,Bo0, B1,..., BN_1,71,72,73,74, A1, A2), where
B; = (i1, 0;) is the message after the above decryption is
performed. v; re-randomizes the message with the following
procedure.

v; selects 7o, 71,72,73,74 E Z; and calculates
Eii — diTO(l § 7 S N),

Be—pr,

5 — & (0<i<N-—1),

g — o ,

”)71 — ’)71 : ,)737‘27
722 72 7227

Y3 — 78,

Y4 =,

/)_\\_1/ — X1T4, and

)\2 — )\;4 .

The message after re-randomization is
(b7ﬂ7 GLBO:Bh- . 'aBN*h’%v%?%v%a)‘lv)‘?)y where B; =
(@it1,6:).

(Permutation) After the re-randomization, v; permutes
the blocks B;(0 < i < N — 1) at random. After the permu-
tation, v; sends the message to e;j1.

(Initialization on return) When v; decides to send a reply
message m’ to S, the following procedure is executed.

(Case 1) when b = 0: v; sets agy1 < 0x/0%7.

(Case 2) when b= 1: v; sets agy1 « Ok - 077,

The following is the common procedure for b = 0 and
b=1.

For each B; = (ait1,0:)(i # k), v; sets aiy1 < 0;.



v; re-randomizes them by choosing r & Z, and setting
B« 0", and
OFZZ‘<—OZ;T(0§Z'§N—1).

The forward route information is replaced with dummy
values as follows:

v; sets 0; «— ¢i(0 < i < N —1) and 0 «— gy where
gi & G(0 <4 < N) are randomly selected elements.

In order to append the reply message content m’, v; exe-

cutes the following. v; chooses rg, 1 & Z, and calculates
T m AL,

B e AP,

J3 — AT, and

Ta = Ay

_ The original message is also replaced with a dummy value.
)\~1 <~ gN+1,

A1 < gN+2 , where

R
gN+1,9N+2 — G. L
Now the return message is (1—1b, E, 5, /B:), E, ...,Bn_1,
1,92, 73, 74, A1, Az), where B; = (quir1,6:)(0 <i < N —1).
v; permutes B;(0 < i < N — 1) at random. v, sends
the reply message to e;, from which the relaying message
arrived. |

Note that the value of b is also replaced with 1 — b to
indicate whether “-” or “/” is applied. The procedure for
receiving reply messages is the same as that for forward
messages.

When returning a message, the forward route information
is not removed but replaced with a dummy value. If a ma-
licious node v; replaces o; = g" %% with o} = gr"”eé and
v; does not replace it with a dummy value, v; can decrypt
e when this message is returned to v; from d;—1 (which was
originally c;). Thus it is necessary for the return node v; to
honestly replace forward route information with a dummy
value.

8. CONCLUSION

This paper presented a return route information encryp-
tion scheme for onion-based mix-nets. The proposed scheme
is the first one that (1) allows any node to send a reply mes-
sage to the original sender and (2) allows multiple reply
messages. The remaining problem includes finding a way to
eliminate the corruption assumptions.
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